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ABSTRACT

Title of Dissertation A PAIRING-FREE IDENTITY-BASED
CRYPTOSYSTEM

Author Poonsuk Ponpurmpoon

Degree Doctor of Philosophy (Computer Science and
Information Systems)

Year 2021

ID-based cryptosystems (IBCs) allow the use of publicly identifiable
information in public encryption keys, which reduces the overhead of certificate
management and eliminates the need for a certificate authority in the public-key
infrastructure. Up to now, bilinear pairing technology is usually used in ID-based
paradigms. However, it is expensive in computation time and is unsuitable for mobile
networks. Over recent years, the evolution of mobile devices has seen them
transformed from a voice communication device to a daily life information center that
Is restricted by poor battery capacity and limited computation power. Thus, interest in
pairing-free ID-based algorithms among researchers is growing. Herein, a pairing-free
IBC consisting of ID-based encryption, digital signatures, and key exchange schemes
is presented. All of the schemes use the same public and private key definitions,
which makes IBC implementation straightforward. Proof of the correctness and
security analysis of the scheme are provided. Furthermore, the performance of the
proposed system is compared with well-known pairing-based systems and other well-

known pairing-free ones.
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CHAPTER 1

INTRODUCTION

In 1984, (Shamir, 1985) introduced the concept of the asymmetric-key ID-
based cryptosystem (IBC) paradigm. In theory, the advantages of IBCs are that they
allow the use of publicly identifiable information as public keys, which reduces the
overhead cost of certificate management and gets rid of the need for a certificate
authority (CA) in the public-key infrastructure. Public keys based on the user’s
identity are a meaningful and true reflection of the user’s personality, while the user’s
public keys in non-IBCs are mathematically computed numbers.

Nowadays, the IBC concept is applied in many areas (Hess, 2003; Holbl,
Welzer, & Brumen, 2012; Islam & Biswas, 2011; A. Kumar, Tripathi, & Jaiswal,
2015; M. Kumar, Katti, & Saxena, 2017; Li, Dai, & Yang, 2011; Malina, Hajny, &
Zeman, 2015; Ming & Yuan, 2019; Nathani, Tripathi, & Khatoon, 2019; Zhandry,
2012; Zhu, Yang, & Wong, 2005). In paper (Li et al., 2011), ID-based encryption
(IBE) and ID-based signature (IBS) have been used for encrypting and signing
messages between users in a hierarchical architecture for cloud computing (HACC)
scenario. The identity of the user is defined by nodes in the hierarchical structure from
the user’s node to the root node of the HACC. IBC has been utilized to generate the
user’s public key from his/her identity in an ID-based blind signature approach for E-
voting(M. Kumar et al., 2017); IBC was utilized because it has the merit that the
voter’s public key is directly derived from his/her identity. IBC has been used to
implement a dynamic authenticated group key agreement in (Nathani et al., 2019). In
(Ming & Yuan, 2019), anonymous ID-based broadcast encryption with asymmetric
bilinear pairing was implemented.

In 2000, (Joux, 2000) proposed the one-round three-party key agreement
protocol that offers the potential of pairing with an ID-based paradigm. In 2001,
(Boneh & Franklin, 2003) introduced the first implementation of an IBE scheme by
applying bilinear pairing on an elliptic curve for an IBC. Later, (Smart, 2002)



introduced the ID-based two-party key agreement protocol based on Weil pairing.
However, as mentioned by (Jin, Debiao, & Jianhua, 2010), bilinear pairing is
expensive in computation time and is considered to be unsuitable for mobile network
computing. As (Liu, Cao, Kong, & Wang, 2017) pointed out, bilinear groups with a

large composite order do not provide substantial benefit to cryptographic schemes in

practice. There is another important issue for an ID-based pairing algorithm. Since the

public key from an IBC is derived from the user’s identity, if the user’s private key is
compromised, it is not easy for the key generation center (KGC) to change the user’s
private and public key pairs. Thus, interest in pairing-free 1D-based algorithms is
growing, and several approaches to implement them have been proposed.

Many approaches using elliptic curve cryptography (ECC) (Cao, Kou, & Du,
2010; Islam & Biswas, 2017; Jin et al., 2010; Koblitz, Koblitz, & Menezes, 2011;
Abhimanyu Kumar & Tripathi, 2016; Naresh & Murthy, 2015; Roy & Khatwani,
2017; Sakai & Kasahara, 2003) have been suggested for ID-based pairing-free
cryptosystems. In a digital signature scheme, (Jin et al., 2010) suggested a protocol
based on the elliptic curve digital signature algorithm (ECDSA) (American National
Standards Institute, 1998). They claimed that the computational time for the proposed
protocol was lower than bilinear pairing ones. The disadvantage of this protocol is
that the user’s private key is not confidential because a part of the private key has to
be sent out for use in the signature verification process. Nevertheless, some pairing-
free key agreement schemes have been proposed (Cao et al., 2010; Chakraborty,
Raghuraman, & Rangan, 2016; Islam & Biswas, 2017; Abhimanyu Kumar &
Tripathi, 2015, 2016; Xiaozhuo, Taizhong, Weihua, & Yongming, 2014). In the
approach of (Abhimanyu Kumar & Tripathi, 2016), the key exchange parties must
send out some parts of the private key to establish a shared key, and thus the private
key is not confidential, and the scope of the research was also limited to parties that
are members of the same KGC. However, in practice, shared keys established for
users belonging to different KGCs are needed.

A pairing-free IBE algorithm has not yet been established, which may be due
to the confidentiality problem in the use of the user’s private key, as discussed above.

Moreover, in previous ID-based pairing-free systems comprising digital signatures



and key agreement, researchers have often defined the system parameters and private
key extraction mechanism to fit their proposed protocols. Indeed, the use of the
general system parameter and key definitions applied in the ID-based digital
signature, encryption, and key exchange schemes in a cryptosystem to make its
implementation simple has not previously been reported.

In this thesis, a pairing-free IBC consisting of IBE, ID-based digital signature,
and ID-based key exchange schemes is proposed. All of the schemes use the same
public and private key definitions that have two advantages to address security
concerns. First, the definitions can prevent other parties from discovering the KGC
master key. Second, if the user’s private key is compromised, the KGC can easily
generate a new one. As for ID-based key exchange, the proposed system can cope
with system parameters from different KGCs, which means that the users can be on
different KGCs. This non-shared system parameter system is useful for mobile
network computing in real scenarios. We conducted a security analysis of the
proposed system to address security concerns. The results show that it is durable to
several types of attacks, such as man-in-the-middle, which can occur during the
encryption-decryption and key exchange processes, and fake signatures, which can
occur in the digital signature creation-verification process. Furthermore, we compared

our proposed pairing-free scheme with some well-known pairing-free and pairing-

based ones.

The remainder of this thesis is organized as follows. In chapter 2, we introduce
the basic concepts of IBC, ECC, and bilinear pairing in cryptography. At the end of
chapter 2, some examples of pairing IBE algorithms, signature algorithms, and key
exchange are offered. In chapter 3, some examples of pairing-free algorithms and
their security analyses are given. In chapter 4, the proposed pairing-free algorithm and
proof of its correctness are presented. The security and performance analysis of the
proposed cryptosystem is discussed in chapter 5. Finally, conclusions on the study are

offered in chapter 6.



CHAPTER 2

BACKGROUND FOR THE STUDY

In this chapter, four topics that cover the background for the study are briefly
introduced. First, the encryption and signature methods in ID-based cryptosystems
(IBCs) are described followed by an overview of elliptic curve cryptography (ECC).
Next, the concept of bilinear pairing along with some of its properties is covered.

Finally, some pairing-based algorithms are reviewed.

2.1 1D-Based Cryptosystems (IBCs)

IBCs first came to light in 1984 when (Shamir, 1985) proposed a system that
uses the user’s identity information (e.g., email address, name, phone number, etc.) as
a public key. This information is publicly known, so it does not require a certificate
authority (CA) to certify the key, which means that a special process to broadcast,
store, and maintain the key is not required. In IBCs, a trusted authority such as a key
generation center (KGC) generates the user’s private key by using the user’s public
key and the KGC’s private key. The KGC then sends the private key to the

corresponding user via a secure channel.

2.1.1 1D-Based Encryption (IBE)

In asymmetric-key cryptography, a message is encrypted by using the
authenticated public key of the receiver, and the mathematical-related private key of
the receiver is used to decrypt the message. In IBE, a message is encrypted by using
the receiver’s ID and the KGC public key. A detailed description of the IBE scheme
can be found in (Youngblood, 2005). A simple version of IBE and decryption is

demonstrated as follows.



Ciphertext C of message M is computed as

C = Encrypt (recipientpun, KGCpub , M),
where recipientpus is the public key of the recipient and KGCpub is the KGC public
key. The recipient uses his/her private key to decrypt the message. In general, the
recovery process can be derived as

M = Decrypt (C, recipientpri),

where recipientyri is the corresponding private key of the recipient.

Figure 2.1 illustrates the idea of IBE. Alice encrypts a message with the KGC
public key and Bob’s public key, then she sends it to Bob. Bob authenticates himself

via the key server and then retrieves his private key to decrypt Alice’s message.

KGC

Bob
Authentication
credentials

KGC's
Public key

Bob’s Private key

0"~ :

. Alice encrypts the massage with KGC's public key
and Bob's Identity as his public key, then sends
. it to Bob
Alice Bob

Figure 2.1 The basic concept of IBE.



2.1.2 ID-Based Signature (IBS)

A digital signature is a mathematical process to guarantee that the sender of
the message cannot deny that he/she created the message, while the receiver cannot
deny having received the message. It is created by applying the message to the
signing algorithm.

Figure 2.2 illustrates the basic concept of IBS. Alice authenticates herself with
the KGC and retrieves her private key. Alice then signs the message and sends the
message with a signature to Bob. Bob verifies the received signature with Alice’s

identity via her public key and the KGC public key.

KGC

Alice KGC's
Authentication Public key
credentials

Alice's

Private key

() > r

- Alice signs a message with her
private key and sends the message
Alice with signature to Bob Bob

Figure 2.2 The basic concept of IBS.

Some examples of the implementation of IBS can be found in (Gentry &

Silverberg, 2002). The signing and verification process is as follows:



The signer uses his/her private key to sign the message. The user’s signature is
computed as

Si = Sign(system parameters, signerpri, M ).

As for the verification process, the verifier uses the signer’s public key and the
KGC public key to verify the signature. The logic for this is as follows:

If Verify(system parameters, KGCpuw, M, signerpu, Si), then accepts the

signature.

The advantage and disadvantages of using traditional IBC are described
below.
The Advantage of ID-based Cryptography

a) Since every user’s identity is known, there is no need to manage the CA.

The Disadvantages of ID-Based Cryptography

a) Since the KGC knows the private keys of all users, the decryption and
signing process is performed under the KGC, thus the cryptosystem can
get into problems under dishonest KGC.

b) In a pairing-based system, the user’s public key is based on his/her
identity, and thus it is difficult to revoke it when the user’s private key has
been compromised.

2.2 Elliptic Curve Cryptography (ECC)

ECC is very useful in several areas of mathematics. It is a new direction away
from existing cryptosystems and plays an important role in ID-based cryptography in
both pairing-enforced and pairing-free schemes (Hoffstein, Pipher, & Silverman,
2008). In this chapter, some of the concepts of ECC that are of interest in this study
are introduced. In ECC, the elliptic curve is defined over finite field [y in the general
form

E:Y2=x3+ax+Db,
where a and b are real numbers and 4a® + 27b2 # 0. Points on elliptic curve E and the
point at infinity O, which is also an identity element in a finite Abelian group with the
+ operation, can be combined to produce a finite Abelian group with suitable

properties. The following are some of the main properties of ECC.



2.2.1  Scalar Point Multiplication
KP=(P+P+P+" +P )times,
where k is a scalar and P is a point on elliptic curve E defined by the adding it k times.
Some of the complex problems to do with ECC are as follows.

2.2.2  The Elliptic Curve Discrete Logarithm Problem (ECDLP)

Let E be an elliptic curve over finite field [Fp and P be a point on elliptic curve
E. For a given kP, find integer k. In ECDLP, kP is relatively easy to compute.
However, computing k is intractable even when P and kP are known. In this problem,
k is usually used as the user’s private key while kP is used as the corresponding

public key.

2.2.3  The Elliptic Curve Diffie-Hellman Problem (ECDHP)

Let E be an elliptic curve over finite field [Fp , P be a point on elliptic curve E,
and a and b be integers. For a given A = aP, B = bP, find point C = abP.

In ECDHP, although it is relatively easy to compute C when P, a, and B (or
P, b, and A) are available, exponential time is needed to compute abP even when P,
A, and B are known. In this problem, abP is usually used as the shared key between

users A and B.

2.3 Bilinear Pairing in Cryptography

In this section, the basic theory of bilinear pairing in cryptography is
described, after which the properties of bilinear pairing are addressed. An overview of

research into bilinear pairing can be found in (Hoffstein et al., 2008).

Let G: be a cyclic additive group and G2 be a cyclic multiplicative group. Both
G1 and Gz are of prime order g. Bilinear pairing is achieved by mapping é: G1 X G1 ->
G2, which satisfies the following properties.
Computability. For all U, V € Gz, there is an algorithm to efficiently compute é: (U,
V).



Non-degeneracy. There exists P € Gz, such that é: (P, P) # 1.
Bilinearity. For all U, V, W € Gq,
é(U,V+tW)=¢ (U, V)+é (U, W)and
e (U+W,V) =& (U, V)« é (W, V).
Fora, b €Z,, & (au, bVv) =& (U, bV)®=& (au, V)°
=& (U, V)®=¢ (abU, V) =& (U, abV).

2.4 Examples of Pairing-Based IBCs

In this section, some examples of pairing-based IBCs to compare the
performances of pairing-based algorithms and the proposed pairing-free ones are
provided. The notation used in the pairing-based schemes is defined in Table 2.1.

Table 2.1 The Notation Used in Pairing-Based Schemes.

Notation Type Description

G An additive group of points on E/ IFp

G2 A multiplicative group of finite fields IF;‘,Z

sky Integer The KGC master key
P A point on the elliptic curve The group generator of G
Qip A point on the elliptic curve The hash value of the user’s
ID
Sip A point on the elliptic curve The user’s private key
Ppub A point on the elliptic curve The KGC public key
(R,Z) A pair of points on the elliptic curve Signature (R,Z) of the user
Kﬁ, Kﬁ € Gy The shared key between users A
and B

2.4.1 IBE Algorithms
The first practical IBE scheme on pairing was proposed by (Boneh &

Franklin, 2003). Their encryption scheme applied pairing to compute the symmetric



10

component between the sender and the recipient. In this algorithm, ski € Zj is the
master key from the KGC, random number r € Z;, P is the group generator of G1, G1
is an additive group of points on E/Fp, G is a multiplicative group of finite field IF;2.
Hi: (0,1)" — G1", Hz2: G2 — (0,1)". Qip = Ha1(ID). The user's private key S;, = ski
Qip and KGC’s public key Ppup =K1 * P, g;p = é(Ppub, Q,D) € G;.
Ciphertext C=(r « P, M @ H2(g;p")).
Decrypted message M =M e Ha(g;p") ® H2(é(r » P, S;p ))
=Me Hag;p") ® Ha(E(r P, sky * Q1p))
=M e Ha(g;p") @ Ha(&(P, Q;p)" *S¥1) (from & (aU, bV) = & (U, V)®)
=M e Ha(g;p") ® Ha(e(sky * P, Q;p)") (from & (U, V)® =& (aU, V)?)
=M e Hz(g;p") ® H2(&(Pyup, Qrp)’) (from Ppus = sk « P)
=Me Ha(g;p") ® H2(91p") -

2.4.2 IBS Algorithms
(Paterson, 2002) proposed an ID-based digital signature scheme based on
bilinear pairing. The pairing is utilized to validate the authenticity of signature (R, Z)

for message M. In this algorithm k € Zg is a random integer and P is the group

generator of Gi. Hz : (0,1)* — Zg , Ha : G1 — Zg, Qo = Hy(ID), S;p = ski * Qp ,

ski € Zg is the master key of KGC, and Ppu, = ski « P is the corresponding public key
of KGC.
Signature (R,Z) is calculated as
R=keP,
Z =k (Ha(m) * P + Ha(R) * S;p).
The verifier can verify received signature (R,Z) by computing é(R,Z) and
& (P,P)s(M o & (sk,P,Q;p) P If &(R,Z) = & (P, P)Hs(™M o & (skyP,Q;p)"+®,
then received signature (R,Z) is genuine. The following computation shows how

bilinearity can be used to verify received signature (R,Z):

8 (R,Z) =& (k* P,k (Ha(m) * P + Ha(R) * S;p))
=& (P, (Ha(m) » P + Ha(R) * S;p ))*** ™" (from & (aU, bV) = & (U, V)@
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=& (P, (Hs(m) * P + Ha(R) * S;p )

= & (P, (Ha(m) « P)) » &(P, Ha(R) * S;p) (from & (U,V+W) = & (U,V)+é
(Uw))

=& (P,Hs(m)*P) <& (P, S;)"® (from é (aU, bV) = & (aU, V)"

=& (P,Ha(m)*P )& (P,ski*Qp)"®

=& (P,P)"Me«a (P, Qip)® % (from & (aU, bV) = & (aU, V)?)

=& (P, P)"3Me« g (ski+ P, Qip)™® (from & (U, V)* =& (aU, V)").

2.4.3 ID-Based Key Exchange

This is the last part of an IBC that uses a pairing technique. (Smart, 2002)
implemented the first ID-based key exchange protocol based on pairing. To obtain a
shared key, K2 = &(aQg, Pxgc) * €(Ss Tp) is computed for user A and K4 =
€(Sg, Ty) * €(bQy, Pxec) is computed for user B.

In this algorithm, ski is the secret key from the KGC; a and b are the session
private keys of users A and B, respectively; Qip = Hi(ID); the long-term private keys
of the users are Sa = skiQa and Sg = ski:Qg; and the session public keys of the users are
Ta=aP and Tg = bP.

The following proof shows that K7 = K2

K7 = &(aQp, Pxgc) * €(Sy, Tp)
=&(aQg, sk, * P) * &(sky * Q4,bP)
=&(Qp, P)¥k1* %« 8(Q,, P)Sk1* P (from & (aU, bV) = & (U, V)?),
= &(sk,Qg,aP) « &(bQ,, sk, ¢ P) (from & (U, V)2 =& (aU, bV)),
= &(Sp, Ta) » €(bQ4, Pxec)
= &(bQa, Pxac) * €(Sp, Ty)

= Ké‘l

Another ID-based key exchange example can be found in (Lee & Lee, 2005).
In this algorithm, ski is the secret key of the KGC; Qip = Hz(ID); the private keys of
users A and B are Sa = skiQa and Sg = skiQs, respectively; and kdf : Gz x G1 X G1 ->
{0,1}", where kdf is the key derivation function. User A randomizes a as a short-term

private key, computes short-term public key Va = aQg and Wa = aSa, and then sends
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(Va,Wa) to user B. Meanwhile, user B randomizes b as a short-term private key,
computes short-term public key Vs = bQa and Wg = bSg, and then sends (Vs,Wsg) to
user A. These actions are summarized as follows:

A D B: (VaWa),

B = A: (Vs,Wa).

User A then computes K2 = &(aQa + Ve,Wsg )? while user B computes K4 =
é(bQs + Va,Wa )°. Finally, users A and B compute a shared common key as K =
kdf(K7, Qa, Qs) = kdf( K£', Qa, Qs) = kdf (8(Q, @) ***%**1, Qa, Qg).

The following proof shows that K7 = K2

K? =é(aQa+ Ve, Ws)?
=&(aQa + bQa, bSs)?
=é((a+b)Qa,bSg)?
= é((a + b)Qa, b ski Qg)?

= é(QA' QB)(a+b)absk1 1

K# =& (bQg + Va,Wa)P
=& (bQg + aQg, aSa)°
=& ((b+a)Qs, aSa)°
=& ((b+a)Qs, askiQa)P

=¥ (QB: QA)(a+b)absk1.

Since K7 = K = &(Q,, Q) @*P0sk1 then kdf( K£, Qa, Qs) = kdf( K£, Qa,
Qe) = kdf ( 8(Q4, @) **?9P5*1, Qa, Qg).

Although several 1D-based algorithms have been based on bilinear pairing, the
high computational complexity to compute these causes the computation time to be
too long for actual implementation (Benhamouda, Couteau, Pointcheval, & Wee,
2015; Jin et al., 2010). Another drawback of pairing-based ID-based schemes arises
when the user’s private key has been compromised. In ID-based schemes, the user’s

public key is made up of the user’s identity comprising his/her name, email address,
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phone number, etc. The user’s identity does not often change, which means that
his/her public key seldom does either. As the user’s private key is generated by the
corresponding public key, the private key is not easily renewed.

For the practical implementation of IBCs, a pairing-free basis has been
considered to achieve better computation time. In general, pairing-free-based
algorithms can be computed three times faster than pairing-based ones (Benhamouda
et al., 2015). Hence, pairing-free schemes are more suitable for devices with limited
power, such as mobile devices. In the next chapter, some pairing-free 1D-based

algorithms and an analysis of their security are covered.

2.5 Elliptic Curve Digital Signature Algorithm (ECDSA) (Stalling, 2013)

In this algorithm, random integer sa € [1, n - 1] is chosen as user A’s private
key. User A then computes Q = sa - P1 as his/her public key, where P; is a base point
on the elliptic curve of order n. Let HFs be the SHA-1 hash function giving a 160-bit
integer value as the output. When user A wants to send a message together with a
signature to user B, signature pair (r,z) is generated for message M by computing the
following steps:

1. Choose a random integer k € [1, n - 1].

2. Compute point (x,y) = k - P1and the first portion of the signature r = x mod

n, forr #0.

3. Compute e = HF5(M).

4, Compute z = k*(e+sar) mod n, for z # 0.

5. For pair (r,z) as the signature of message M:

When user B receives (r,z) from user A, the following steps are executed to
verify the message:

1.Compute e = HF5(M).

2. Compute w =zt mod n.

3. Compute uz = ew and uz = rw.

4. Compute point (x1,y1) = u1-P1 + u2:Q.

5. Compute v = x1 mod n.



6. Accept the signature (r,z) from user A ifand only ifv=r.

The following proof shows that this algorithm is accurate.

Define  z=k*(e+sar) mod n,

then it follows that
k = z1(e+sar) mod n,
k= (z'e + zlsar) mod n,
k= (ew + wsar) mod n,

k= (ug + uzsa) mod n.

For step 4 in the algorithm, (x1,y1) is computed as
(X1,y1) =u1-P1+ u2-Q
= Up-P1 + Uz2:(Sa- P1)
= U1-P1 + uz:sa-P1
= (u1 + u2-sa) P1
=k - P1.
= (xy)

Since v is computed from (us-P1 + u2:Q) and r from (k - P1), thenv =r
and (u1-P1 + u2:Q) = (k - Py).
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CHAPTER 3

SECURITY ANALYSIS OF THE CURRENT PAIRING-FREE
ID-BASED SCHEMES

Two pairing-free IBCs are discussed in this chapter. The first is the 1D-based
digital signature without pairing scheme proposed by (Jin et al., 2010). The second
one is the ID-based group key agreement without pairing scheme proposed by
(Abhimanyu Kumar & Tripathi, 2016). Notably, pairing-free IBE algorithms have not
previously been reported. The notation used in the pairing-free schemes described in
Chapters 3 and 4 is defined in Table 3.1.

Table 3.1 Notation for the Pairing-Free Schemes.

Notation Type Description

sKi Integer The private key of KGC;, fori =1, 2.

I Integer A random number generated by the KGC to
compute a private key of user j, for j= A, B, C.

n Integer The order of points on the curve.

(D, si) (A point on the Userj’s private key used in (Jin et al., 2010) and

curve, integer) (Abhimanyu Kumar & Tripathi, 2016), for j =

A, B, C.

Pi A point on the curve A base point on the elliptic curve.

Q A pointon the curve The user’s public key defined by using the
ECDSA algorithm.

Ppubi A point on the curve The public key of KGC;

KB K4 A point on the curve  The shared key between users A and B.
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Notation Type Description

Sj Integer The private key of user j, for j = A, B, C, X.

(IDj.Ry) (A pair of strings, a User j’s public key, forj=A, B, C, X.
string representing a
point on the curve)

(r,2) A pair of integers Digital signature (r,z) for message M.
Xj Integer Session private key of user j, where j = A, B, C,
X.

3.1 ID-Based Digital Signatures Without Pairing (Jin et al., 2010)

In this algorithm, the KGC’s private key is defined as sk; € Z:, while

ra € Z: is randomly produced to generate a private key for user A. The public key

for user A is the user’s ID and the corresponding private key is (Da, Sa); Da and sa are

respectively computed by the KGC as Da = ra - P and sa = (ra + hesk;) mod n,

where h = HF1 (IDa || Da) is the hashed user's ID using hash function HF:: {0,1}" —

Z:. Note that P is a base point on the elliptic curve of order n.

At the end of the parameter initialization phase in (Jin et al., 2010), the KGC
sends user A’s private key (Da, Sa) to user A through a secure channel. User A can
validate the received private key (Da, Sa) by computing Sa -P = Da +h - Ppyp, as shown

by the following proof:

Sa-P =Da+h - Ppyp.
(ra+h-sky)-P=(ra-P)+h-Ppuw
(rath-sky)-P=(ra-P)+h-(ski-P)
(ra+h-sky)-P=(ra +h-skp)-P.
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The signature signing and verification process in the present study follows the
ECDSA algorithm (Jin et al., 2010). In the signing process, sa is used to sign the
message from user A, and then (Da, r(ECDSA), s(ECDSA)) is sent out as his/her
message signature. r(ECDSA) is a random number defined in the ECDSA and
s(ECDSA) is the digital signature computed in the ECDSA. To verify the signature,
Da, h, and Ppu» are used by the receiver to compute Q = Da + h - Ppub, and then Q is
used as user A’s public key in the ECDSA algorithm.

To generate signature (r(ECDSA), s(ECDSA)) for message m, user A randomly
selects an integer, k, and computes kP = (X1,y1):

r(ECDSA) = x1 mod n,
e = sha-1(m) , where sha-1 is a hash function, and
S(ECDSA) =k (e + sa- r(ECDSA)) mod n.
Subsequently, user A sends out (Da, r(ECDSA), s(ECDSA)) as the signature of

message m.

On receiving the signature (Da, r(ECDSA), s(ECDSA)), the verifier computes
Q = DA+ h - Ppub
and uses it as user A’s public key to verify the signature according to the ECDSA

algorithm.

The advantages of the approach in (Jin et al., 2010) are that implemented
system relies on ECDSA,; it has been unarguably proved that ECDSA offers strong
security with efficient performance. The authors mentioned that bilinear pairing
consumes a lot of computation time. Indeed, pairing-free signatures based on ECDSA
can reduce the computation time by 95% compared to pairing-based ones. Despite
this, the main disadvantage of their research lies in using part of the private key in the
algorithm. Da is part of the private key of user A, so Da is secret for user A only,
albeit that it is sent out to prove the authenticity of user A’s signature. Therefore, the
private key of a user is not confidential, which conflicts with the concept of a public-

key cryptosystem.
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3.2 ID-Based Group Key Agreement Without Pairing (Abhimanyu
Kumar & Tripathi, 2016)

In this key agreement protocol, the KGC generates private key sk; € Z: and

public key Ppuw = sk, o P, where P is a base point on the elliptic curve. Random
number ra generated by the KGC is used to compute the private key for user A. On
the user side, the public key for user A is the user’s ID (e.g., name, phone number,
etc.). The private key for user A is (Sa, Da); Da and sa are respectively computed by
the KGC as Da=ra* P and sa= (ra + sky* hp) mod p, where ha = HF (IDa) is the

user’s ID hashed using hash function HF2: {0,1}" — {0,1}* for which k is the bit

length of prime p. Similarly, the KGC randomly produces rg to generate Dg = rg ¢ P

and s = (re + sky* hg) mod p, where hg = HF, (IDg) for user B.

Session private key xa € Z; is randomly chosen for user A and Ta = Xxa* P is

computed. Ta, Da is sent on behalf of user A to user B and user A receives Tg, Dg from
user B, where Tg = xg * P. Following this, K2 is computed for user A as follows:
K2 = (saTg + Xa (Dg + HF2(1Dg) * Ppu) )
= ((ra+ sky* HF2(IDa)) * Xa P + Xa (s * P + HF2 (IDg) sk, * P))
= ((raP + sky * P « HF2 (IDa)) X8 + Xa * P (rs + HF2 (IDg) * sk;))
= ((Da+ HF2(IDa) * Ppu ) X8 + TaSg)
= (seTa+ xg (Da+ HF2(IDa) * Ppub)).

Similarly, K4 is computed for user B by applying
Kf;l = (ssTa+ xg (Da+ HF2(IDA) * Ppub)).

As a result, the agreed key for messages between users A and B is KZ = K4.
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The disadvantage of the approach in (Abhimanyu Kumar & Tripathi, 2016) is
the same as that in (Jin et al., 2010); i.e., part of user j's private key D; must be sent to
proceed with the key agreement algorithm. Thus, the private key is no longer secret,
and that violates the concept of a public-key cryptosystem. Moreover, this research is
limited to users that belong to the same KGC, while in real-life situations,

communication is usually between users from different KGCs.



CHAPTER 4

THE PROPOSED PAIRING-FREE ID-BASED CRYPTOSYSTEM

The proposed ID-based cryptosystem is based on ECC and consists of
encryption, digital signature, and key exchange schemes that make use of the same
initial definition and key extraction parts. To demonstrate how this cryptosystem
works, let us assume that there are three parties: users A, B, and C. Users A and B
belong to KGCy, while user C belongs to KGC,. Their public and private keys are
defined as follows:

For the rest of the thesis, we define G as the cyclic additive group of points on

an elliptic curve over finite field E/Fp.

4.1 System parameter definition

KGC: defines base point P1 € G on the elliptic curve in which the order is a

large value n and nP; = O, a hash function HFs: {0,1} —>ZZ, and master key

ski € [1, n - 1]. Subsequently, KGC; computes its public key Ppub: = (sky - P1) and

broadcasts < &, P1, Ppubi, HF3 > as the system parameters of the KGC1 domain. In
the same way, KGC: defines base point P2 € G, master key skz € [1, n - 1], and hash
function HFs: {0,1} —>Z: and computes the corresponding Ppubz = (ska - P2).

KGC: keeps sko secret and broadcasts < &, P2, Ppubz, HF3 > as the system parameters

of the KGC> domain.
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4.2 Key extraction

In the key extraction phase, the users’ public and private keys and some
parameters used in the cryptosystem are defined. ¢1 and c2 are strings that are
concatenated with the user’s ID to generate the private key, which offers better

security than the other algorithms. The procedure for defining the key is as follows.

4.2.1 Key extraction for user A
KGC; chooses random number r, € [1, n - 1] to compute private key sa for
user A as
Sa = (Sk1 - HF3(IDa) + ra - HF3(IDa || ¢1)) mod n.
KGC; then computes Ra = 1,4+ P1 and sends sa, Ra to user A through a secure
channel. Upon receiving the message, sa is kept secret for user A and string (IDa.Ra)

is announced as his/her public key. Note that Ra is composed of coordinate (X,y).

4.2.2 Key extraction for user B
KGC; chooses random number rz € [1, n - 1] to compute private key sg for
user B as

sg = ( ski- HF3(IDg) + rg - HF3(IDg || ¢1) ) mod n.

KGC; then computes Rs = r5- P1 and sends sg, Re to user B securely. Upon
receiving the message, sg is kept secret for user B and broadcast string (IDg.Rs) as
his/her public key.

The above key definition has two advantages. First, it can prevent situations
where two or more users cooperate to determine the KGC’s master key. Second, if a
user’s private key is compromised, the KGC can easily generate a new secret key for
that user. For example, if sa is compromised, the KGC can randomly generate a new

rato recompute the new private key.
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4.2.3 Key extraction for user C

The private key of user C, who is a member of KGC,, can be computed as

Sc = (Ska-HF3(IDc) + rc - HF3(IDc || c2) ) mod n . Thus, the corresponding public

key is (IDc.Rc ), where Rc =7, « P-.
The pairing-free IBE, digital signature, and key exchange algorithms based on

the above definition are introduced in the following sections.

4.3 The encryption and decryption scheme

Using the system parameters in the key extraction phase, encryption and
decryption in the pairing-free ID-based key system can be achieved as follows:

Let HF4: { (x,y) } — (0,1)™.

4.3.1 Encryption

When user B wants to send a secure message to user A, the encrypted message
is computed by using user A’s public key as follows. For user B, xg € Zy, is randomly
generated and

EncM = M @ HF4( (Ppubz * HF3(IDa) + Ra* HF3(IDa|| 1)) * X8 )

is computed. Subsequently, encrypted message ((xs-P1), EncM) is sent to user A.

4.3.2 Decryption
Message EncM is decrypted for user A by computing
DecM = EncM @ HF4( sa * (xg:P1)).

4.3.3  Proof of the correctness of the scheme
The proof is as follows:
DecM = EncM & HF4(sa * (Xg-P1) )

=EncM & HF4((Sk1 * HF3(IDA) + ra * HF3(IDa || C1)) * (X8 * Pl))
= EncM & HF4((skiP1 « HF3(IDa) + raP1 » HF3(IDa || C1)) * Xg)
= EncM @ HF4((Ppubs » HF3(1Da) + Ra* HF3(IDA|| C1)) * Xs)
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4.4 The ID-based digital signature scheme

Our ID-based digital signature algorithm is based on ECDSA, the details of
which can be found in (American National Standards Institute, 1998). In the
algorithm, let HFs be cryptographic hash function SHA-1 giving a 160-bit integer
value as the output. When user A wants to send a message together with a signature to
user B, signature pair (r,z) is generated for message M by computing the following
steps:

1. Randomly generate integer k € [1, n - 1] for user A, and then compute point

xy)=k- P1.

2. Compute the first portion of signature r = x mod n, for r # 0.

3. Hash message M using e = HFs5(M).

4. Compute the second portion of signature z = k™}(e+sar) mod n, for z # 0.

5. Send (r,z) as the signature of message M to user B.

When user B receives (r,z) from user A, the following steps are executed to
verify the message:

1.Compute e = HF5(M)

2. Compute Q = Ppuby - HF3(IDa) + Ra - HF3(IDa || €1)

= ki1 P1 - HF3(IDa) + ra - P1 - HF3(IDa || 1)
= (ski - HF3(IDa) + ra - HF3(IDa || €1)) - P1
=sa-P1

3. Compute w =z mod n

4. Compute ur =ew and uz = rw

5. Compute point (X1,y1) = u1-P1 + uz2:Q

6. Compute v =x; mod n

7. Accept the signature (r,z) from user Aifand only ifv=r

In ECDSA, it has been proved that if Q is the corresponding public key of the
private key used in the signing process, then v = r. As we have followed the ECDSA
process and because Q = saPy, i.e., Q is equivalent to user A’s public key in ECDSA,

we can conclude that the proposed algorithm is valid.
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4.5 The key exchange scheme

For practical implementation, the proposed algorithm is designed to
implement key exchange between parties from different KGCs. In the following

example, we demonstrate key exchange between user A in KGCy and user C in

KGCa.

The process begins with parameter generation and exchange between the
parties.
1. xa € [1, n - 1] is randomly chosen for user A and then (xa - P2) is sent to
user C.
2. Xc € [1, n - 1] is chosen for user C and then (xc - P1) is sent to user A, after
which both systems cooperate to produce a shared key for the users.

3. K£ is computed for user A:

Ky =sa (Xc'P1) + xa ( Rc: HF3(IDc || ¢2) + Ppub, -HF3(IDc) ).

4. K4 is computed for user C:

KZ = (Ppubi-HF3(1Da) + Ra-HF3(IDa || c1)) Xc + (Xa-P2) sc,

after which the shared key between users A and C becomes K$ = KZ.

The following proof demonstrates that K< and K are equal. Recall that

Sa = (ski:HF3(IDa) + ra-HF3(IDa || €1) ) mod n,

Sc = (sko-HF3(IDc)+ rc:HF3(IDc || €2) ) mod n,

Ra=ra-P1, Rc=rc -P2,

Ppub: = (sk1 - P1), Ppubz = (skz - P>).

K¢ =sa(xc'P1) + xa (Rc - HF3(IDc || c2) + Ppub; - HF3(IDc))
= (ski-HF3(IDa) + ra-HF3(IDa || €1)) * ( Xc:P1)
+Xa ((rc -P2) - HF3(IDc || c2) + (sk2 - P2) - HF3(IDc))
= (sk1-P1 -HF3(IDa) + ra-P1- HF3(IDa || C1) ) - Xc
+Xa- P2 (rc - HF3(IDc || ¢2) + ska - HF3(1Dc))
= (Ppubsz - HF3(IDa) + Ra - HF3(IDa || €1) ) Xc + (Xa-P2) Sc

=K.
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As illustrated above, the proposed encryption algorithm, digital signature, and
key exchange processes make use of the same key definition and system parameters.
The other main advantage of the key definition is that if the current user’s private key
Is compromised, we can change the private key easily without affecting the user’s ID.
However, since Ra is not authenticated, there is the chance that an attacker will try to
change the value of Ra to carry out attacks such as man-in-the-middle or using a fake
signature. Fortunately, our proposed system can endure such attacks, as discussed in

the next chapter.



CHAPTER 5

SECURITY AND PERFORMANCE ANALYSIS OF THE
PROPOSED ALGORITHMS

In this chapter, we discuss the security of our proposed cryptosystem. The
security analysis was conducted using a man-in-the-middle attack on the encryption
and key exchange schemes. Moreover, problems with private key recovery and fake
signatures for the digital signature scheme are discussed. In the last section, we
analyze and compare the performance between our proposed pairing-free scheme with

some well-known pairing-based ones.

5.1 Security analysis of the encryption algorithm

One major issue for an encryption system is vulnerability to a man-in-the-
middle attack. In brief, this is a situation whereby an eavesdropper tries to intercept
messages between users and sometimes modifies them without being detected. In this

analysis, we suppose that user X, who is a member of KGC1, impersonates user A and

modifies user A’s public key 1Da.Ra to fraudulently created public key IDa.Rx.

Let us define user X’s private keys as

Sx = (Sk1- HF3(IDx) + rx - HF3(IDx || c1) ) mod n
The fake public key of user A = 1Da.Rx, where Rx= 1y P1
Later, user B wants to send a secret message to user A. However, the message
from user B is encrypted with the fraudulent public key, 1Da.Rx. Thus, message M is
encrypted by computing

Random xg € Z;,,
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EncM =M @ HF4( (Ppuby » HF3(IDa) + Rx * HE3(IDA|| C1)) * x8).

After that, user B sends ((xs-P1), EncM ) to user A.

User X eavesdrops on message ((xs:P1), EncM) in the network system and
he/she tries to recover the message M by using his/her private key sx. However, user
X fails to recover message M from EncM as we demonstrate below:

DecM = EncM @ HF4(sx * (xs-P1))
= EncM & HF4(sx * (xg-P1))
= EncM ® HF4((sky * HF3(IDx) + rx « HF3(IDx || c1)) * (Xs * P1))
= EncM & HF4((skiP1 * HF3(IDx) + rx ¢ P1 « HF3(IDx || C1)) * xB)
=M @ HF4((Ppuby « HF3(IDa) + Rx * HF3(IDa|| C1)) * xB)
® HF4((Ppub: « HF3(IDx) + Rx « HF3(IDx|| €1)) * xg)
#M.

Thus, the probability that user X can carry out a man-in-the-middle attack is

prob{HF3(IDa) = HF3(IDx)} X prob{HF3(IDa|| c1) = HF3(IDx || c1)}.

One interesting question is how to tell whether public Ra is genuine. We can
test the genuineness of Ra by using the protocol; i.e., a message with user A’s public
key can be encrypted and sent to user A. If the responding message from user A has

the correct signature, we can tell that public Ra is genuine.

5.2 Security analysis of the digital signature scheme

The main problem with digital signatures is in situations where user X
impersonates user A and sends a message with a fake digital signature to a receiver. If
the receiver verifies the fake signature by using the fake public key of user A, i.e.
IDa.Rx, then the attack is successful. However, our proposed digital scheme can resist
such attack as described below.

User X creates a fake digital signature for message M as follows:

1. Randomly create integer k € [1, n - 1], and then compute (X,y) =k - P1.
2. Compute first signature r =x mod n, forr #0

3. Hash message M by using e = HFs5(M)
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4, Compute z=k?(e+sxr) mod n, forz#0

5. Send (r,z) to user B

Upon receiving the fake signature, user signature (r,z) is verified for user B by
using the fake public key (IDa.Rx) of user A. The signature verification process is
shown below.

1. Compute e = HF5(M)

2. Compute Q = ((Ppubs - HF3(IDa)) + (Rx - HF3(IDa || €1)))

3. Compute w =z mod n

4. Compute u; = ew and uz = rw

5. Compute point (X1,y1) = u1-P1 + u2-Q

6. Compute v =x1 mod n

7. Compare v with r.

According to ECDSA, if r = v, then the verification is successful. As we

showed in chapter 4, r = v if Q = sx - P1. However, the above calculation shows that

Q = ((Ppub: - HF3(IDa))+(Rx:HF3(IDa || €1)) ) # Sx - P1. Therefore, (r,z) is rejected on

behalf of user B as a fake signature. Furthermore, the probability of an attack being
successful is
prob{HF3(IDa) = HF3(IDx)} X prob{HF3(IDa ||c1) = HF3(IDx || c1)}.
Another benefit that our proposed protocol inherits from ECDSA is that
ECDSA is secure and can prevent private key recovery from signature (r,z). As the
calculation of pair (r,z) in our scheme follows ECDSA, the scheme can endure a key

recovery attack.

5.3 Security analysis of the key exchange scheme

A man-in-the-middle-attack is a major concern for a key exchange algorithm.
In the key exchange process, when the parameters for two users (e.g., users A and B)
are exchange when proceeding with the key exchange process, user X (the attacker)
can impersonate user B and take part in the key exchange process with user A. The
system interprets that an agreed key between users A and B has been created, but it is

really between users A and X. In the same way, user X impersonates user A and takes
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part in the key exchange process with user B. Hence, user X can eavesdrop on or edit
the communication between users A and B.

In this section, the security for two circumstances of using the key exchange
algorithm is analyzed: two parties belonging to different KGCs and two in the same
KGC.

5.3.1 Two parties on different KGCs

Let us assume that a shared key between user A belonging to KGCy and user
C belonging to KGC: needs to be established. Meanwhile, the attacker (user X)
belongs to KGC:. In the key exchange process, the algorithm described in chapter 4.3

is executed to establish a shared key for user A. Afterward, (xa - P2) on behalf of user

A is sent out into the network. At that time, user X intercepts the message and sends
(xx - P1) to user A. Upon receiving the message, the fake public key of user C,
(IDc.Rx), is used by the system to compute a shared key for user A as follows:
KX =sa-(xx-P1) + xa (Rx- HF3(IDc || c2) + Ppub, - HF3(IDc))
= (sk1:HF3(IDa) + ra:HF3(IDa || c1)) - ( Xx-P1)
+%a ((rx -P2) - HF3(IDc || c2) + (skz - P2) - HF3(IDc))
= (Sk1-P1 -HF3(IDa) + ra-P1- HF3(IDa || €1)) - Xx
+%a- P2 (rx - HF3(IDc || c2) + sk - HF3(IDc)) .

Meanwhile, (xa - P2) is used by user X to compute
K2 = (Ppuby-HF3(IDa) + Ra- HF3(IDa || €1) ) Xx + (Xa-P2) sx
= (ski:P1 -HF3(IDa) + ra-P1- HF3(IDa || €1)) - Xx
+Xa+ P2 (rx - HF3(IDx || ¢2) + skz - HF3(IDx)).
Consequently, we can see that KX # K, and thus user X fails to establish a

shared key with user A. Moreover, the probability that the attack is successful is

prob{HF3(IDc || c2) = HF3(IDx || c2)} X prob{HF3(IDc) = HF3(|Dx)}.

In the same way, user X impersonates user A and tries to establish a shared
key with user C. In this process, (Xc - P1) is sent to the network on behalf of user C,
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and user X intercepts the message and sends (xx - P2) back to user C. Next, the fake
public key of user A (IDa.Rx) is used to compute a shared key with user C as follows:
KX =(Ppub; - HF3(IDa) + Rx - HF3(IDa || €1) ) Xc + (Xx-P2) - sc

= (Sk1-P1 -HF3(IDa) + rx-P1- HF3(IDa || €1)) - Xc
+ Xx+ P2 (rc - HF3(IDc || ¢2) + sk - HF3(1Dc)).
Meanwhile, user X computes K¢ using (xc - P1):
K¢ = sx (XxcP1) + xx (Rc- HFs(IDc || c2) + Ppubz -HFs3(IDc) )

= (ski-HF3(IDx) + rx:HF3(IDx || €1) ) - (Xc:P1)
+ Xx ( (rc -P2) - HF3(IDc || c2) + (sk2- P2) - HF3(IDc))

= (Ski-P1 -HF3(IDx) + rx -P1- HF3(IDx || €1) ) - Xc
+ Xx - P2 (rc - HF3(IDc || €2) + ska - HF3(1Dc)).

Hence, we can see that KX # K¢, and thus user X fails to establish a shared
key with user C. Moreover, the probability that user X can establish a shared key with
user C is

prob{HF3(1Da) = HF3(1Dx)} x prob{HF3(IDa || c1) = HF3(IDx || c1)}.

Even if user X eavesdrops on the communication between users A and C,
he/she cannot recover or edit the message. We can conclude that the proposed scheme
can prevent a man-in-the-middle attack in cases where the key exchange parties are
members of different KGCs.

5.3.2 Two parties on the same KGC

Let us assume that users A, B, and X belong to KGC.. In the key exchange
process, (xa - P1) is sent out into the network on behalf of user B, and then user X
intercepts the message and sends (xx - P1) to user A. The fake public key of user B
(IDg.Rx) is used on behalf of user A to compute a shared key as follows:

KX =sa (xxP1) + Xa (Rx- HF3 (IDg || ¢1) + Ppub - HF3(IDs) )

= (ski:HF3(IDa) + ra-HF3(IDa || 1)) - (Xx-P1)
+ Xa ((rx -P1) - HF3(IDg || c1) + (sk1- P1) - HF3(IDg))
= (Skq:P1 -HF3(IDa) + ra-P1- HF3(IDa || €1)) - Xx
+Xa- P1 (rx - HF3(IDg || 1) + ski - HF3(IDg)).
Meanwhile, user X uses (xa - P1) to compute a shared key:
K# = (Ppub - HF3 (IDa) + Ra - HF3 (IDa || 1) ) Xx+ (Xa-P1)-Sx
= (ski:P1 -HF3(IDa) + ra-P1- HF3(IDa || €1)) - Xx
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+Xa+ P1 (rx - HF3(IDx || ¢1) + sk1 - HF3(1Dx)).

According to the above computation, we can see that KX # K. Thus, user X
fails to establish a shared key with user A. Furthermore, the probability that the attack
is successful is

prob{HF3(IDg || c1) = HF3(IDx || 1)} X prob{HF3(IDg) = HF3(IDx)}.

In the same way, user X impersonates user A and tries to establish a shared
key with user B. (xe - P1) is sent out into the network on behalf of user B, and then
user X intercepts the message and sends (xx - P1) to user B. The fake public key of
user A (IDa.Rx) is then used to compute the shared key with user B as

KX = (Ppub - HF3 (IDa) + Rx - HF3 (IDa || c1)) X8+ (Xx-P1)ss
= (Sk1-P1 -HF3(IDa) + rx -P1- HF3(IDa || €1)) - X8
+xx - P1 (rg - HF3(IDg || ¢1) + ki - HF3(IDg)).
Meanwhile, user X uses (xg - P1) to compute K# as follows:
KE = sx (xa:P1) + xx ( Re: HF3(IDs || c1) + Ppub: -HF3 (IDg))
= (ski-HF3(IDx) + rx:-HF3(IDx || €1)) - Xe-P1
+ xx ( (re -P2) - HF3(IDg || ¢1) + (ski1- P1) - HF3(IDg))
= (Sk1-P1 -HF3(IDx) + rx -P1- HF3(IDx || €1)) - X8
+ Xx - P1 (rs - HF3(IDg || c1) + ski - HF3(1Dg)).

Hence, we can see that KX # K2, and so user X fails to establish a shared key
with user B. Moreover, the probability that the attack is successful is

prob{HF3(IDa) = HF3(IDx)} X prob {HF3(IDa || c1) = HF3(IDx || ¢1)}.

From the findings of the above analysis, it can be seen that our proposed
algorithm can prevent man-in-the-middle attacks if users are members of the same

KGC or otherwise.

5.4 Performance analysis of the proposed cryptosystem.

Table 5.1 reports the results of a performance comparison between our

proposed pairing-free scheme with well-known pairing-based ones.
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Table 5.1 Comparison of well-known Pairing-Based schemes and the proposed

Pairing-Free scheme.

Number Number of
of Scalar Number of Number of Number of
Algorithm Scheme Pairings Multiplications Integer VA SR Pairings
&,v) on the Elliptic Multiplications &, v) & (UVv)?
Curve
Pairing- 1:i.e.
based = Sip =ski * Qip g - -
(Boneh &
Key Extract Franklin, 2003)
Pairing- 1;i.e. 2;1.e.
free - RJ = 7} Pi ski - HF3(|DJ‘) , - -
ri - HF3(1D; || ci)
Pairing- 1;i.e. 1;ie
based (onen o - . T
o ) oy ) ¢ (Pp“b' QID)
& Franklin, 2003)
Encryption | Pairing- 4: i.e.
free - Ppub; «HF3(1Da), = - -
(RA'HF3(|DA” Ci))‘XB,
Xg'Pi
Pairing- 1:i.e.
based @oneh | a(rP, S;p) - - > i
Decryption | & Franklin, 2003)
Pairing- 1:i.e.
free - Sa * (xa-P1) - - -
Pairing- 4: i.e.
based - R=keP 3 - -
Digital
Igital (Paterson, 2002) 7 =kt (Ha(m) .p
Signature
o + Ha(R) * Sip)
Signing
Process

Pairing-

free

1:ie. 2:1.e.

k- Pi k'l(e+sjr)
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Number Number of
of Scalar Number of Number of Number of
Algorithm Scheme Pairings Multiplications Integer e(u,vy- Pairings
&, v) on the Elliptic Multiplications &,v) e (UNV)?
Curve
Pairing- 1:i.e. 1;1.e. 2; 1.e.
based & (R2) - - &(P,P)BM o & (PPYHM™
Digital (Paterson, 2002) & (skyP,Q;p)"® & (skiP, Qip)"®
Signature 4:i.e. 2:1.e.
Verification | Pairing- Ppubs - HF3(1Da), U; = ew
Process free i Ra- HF3(IDa || c1), v \ i
U1-P1,
uz2:Q
Pairing- 2:1.e. 2;1.e. 1;i.e.
based (smart, | 8(aQp, Pkes) aQp , - (605, Prcs) -
2002) eSuTs)  Ta=aP e
Key
Exchange
5;i.e.
Pairing- , sa (xcPa), = - _
e Xa (Rer HR(IDc || ¢2)

A Ppubz HF3(|Dc) )

Table 5.2 provides the results of a performance comparison between the

proposed pairing-free scheme with other well-known pairing-free ones.
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Table 5.2 Comparison of well-known Pairing-Free schemes and the proposed
Pairing-Free scheme.
Number of Scalar Number of Sending out  Key Exchange
Algorithm Scheme Multiplications on Integer the User’s Between Users
the Elliptic Curve Multiplications ~ Private Key  Belonging to
Different KGCs
(Jinetal, 1, |.e 1’ i'e
2010),
(Abhimanyu S -
Kumar & Da=ra-P sa=(ra+h
Tripathi,
Key 2016) - skq)
Extract
The 1;i.e 2;1.e
proposed - -
algorithm Ra=14 P1 SA = skq - HF3(1Da)
+ra - HF3(|DA || Cl)
1;i.e 2;1.e.
(Jinetal., yes -
N 2Ly (xuyD)=k-P1 S =kl(e+dr)
Digital
Signature
Signing The 1;i.e 2;i.e.
G proposed no -
algorithm | (x,y) =k P1 7 = k'(et+sar)
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Number of Scalar Number of Sending out  Key Exchange

Algorithm Scheme Multiplications on Integer the User’s Between Users

the Elliptic Curve Multiplications ~ Private Key  Belonging to

Different KGCs

3; 1.e. 2;1.e.
(Jinetal, | Q=Da+h - Ppuw Ui = ew - :
2010) ur-P1 U2 =rw
Digital uz2:Q
Signature 4;i.e. 2; l.e.
Verification
o The
rocess
= Ppub: - HFs(ID
proposed ERE D0 Ui = ew - -
+ Ra - HF3(IDa || €1)
algorithm U2 = rw
U1-P1
uz2:Q
4; i.e.
(Abhimanyu
Kumarg& | TA=Xa*P - yes no
Tripathi,
2016) KP = (saTe+ xa (D8 +
Key HF2(IDg) * Pou) )
Exchange
The 5: 1.e.
proposed
. C :
algorithm | Ka' = sa(c:P1) +xa _ no yes
(Rc- HF3(IDc || €2) +
Ppub2 - HF3(IDc) )




CHAPTER 6

CONCLUSIONS

A pairing-free IBC using ECC and consisting of IBE, digital signature, and
key exchange schemes was presented. All of the schemes use the same public and
private key definitions, which makes the implementation of the system easy. The
main advantage of the proposed key definition system is that if the user’s private key
is compromised, the KGC can easily generate a new one. As for the ID-based key
exchange scheme, the proposed system can cope with situations where the
communicating parties are on different KGCs. This is useful for mobile network
computing in real scenarios. Proof of its correctness and a security analysis were
provided, and the durability of the proposed system to several types of attacks (man-
in-the-middle and intercepting signatures) was established. The proposed pairing-free
scheme was compared with some well-known pairing-based and pairing-free ones, the
results of which show that our proposed scheme gave a better performance than the
pairing-based ones.
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