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ABSTRACT
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Broadcast encryption is the scheme that a sender encrypts messages for a
designated group of receivers, and sends the ciphertexts by broadcasting over the
networks. Many research papers have done it using elliptic curve cryptosystem. This
research proposes a dynamic asymmetric key agreement protocols for the broadcast
encryption which is based on braid groups cryptosystem, an alternative method in the
public key cryptography in which it can reduce the computational cost. The proposed
scheme is also used the concept of an identity-based cryptosystem in order to reduce a
system complexity and cost for establishing and managing a public key authentication
framework. The scheme has some advantages over the other scheme in that the
proposed scheme does not require a center for group key management, thus it is
suitable for dynamic networks like mobile ad hoc networks in which group members
can be dynamically changed all the time. The scheme also has a low computation cost
in encryption and decryption processes and it makes a constant ciphertext.
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CHAPTER 1

INTRODUCTION

1.1 Background

Broadcast encryption is a scheme that allows a sender to send a ciphertext to
some designated groups whose members of the group can decrypt it with his or her
private key. However, nobody outside the group can decrypt the message. Broadcast
encryption is widely used in the present day in many aspects, such as VolP, TV
subscription services over the Internet, communication among group members or
from someone outside the group to the group members. This type of scheme also can
be extended in networks like mobile multi-hop networks, which each node in these
networks has limitation in computing and storage resources. The broadcast encryption
can be divided into two categories from a relation of receivers. In the first category, a
sender can randomly designate several receivers. Users in this category may be no
relation between each other. For the second category, a sender can encrypt a message
to a designated group in which each user in the group can use his private key
independently to decrypt the ciphertext. Users can contact with other users in the
group and all users in the group are listening on a broadcast channel. Usually the first
category has lots of advantages. It is more flexible than the second category and
sender can randomly designated a subset of receivers. However, these advantages
make the first category much more complicated. It is very difficult to make the
scheme satisfy so many advantages while keep the ciphertext and keys constant size.
For a network like a mobile ad hoc network, the complex in computation and the need
for large memory make it inefficient. The proposed scheme for broadcast encryption
is in the second category.

There are several group key management protocols, and typically they are

divided into three categories; centralized group key distribution, decentralized group



key management, and contributory group key agreement. In the centralized group key
distribution, there is a group controller. This group controller is responsible for
distributing a group key. The advantages in this category are that it minimizes storage
requirements, computational power on both client and server sides, and bandwidth
utilization. There exist some drawbacks in this category such as the performance
bottleneck, the central point of failure, and the requirement of trusted authority. In the
decentralized group key management, a group is divided into several subgroups. Each
subgroup has a subgroup controller and it is responsible for key management. There
exist the same problems as in the centralized group key distribution. The last category
is the contributory group key agreement. In this category, a shared group key is
generated via the cooperation of all members and there is no central management, so

it is more suitable for ad hoc networks and a group which has small group members.

1.2 Related Works

Fiat and Naor (1993) proposed the concept of broadcast encryption. In this
scheme, sender allows to send a ciphertext to a designated group whose members of
the group can decrypt it with his or her private key. However, nobody outside the
group can decrypt the message. Their solution was secure against m collusion users
and the length of the ciphertext is O(mlog®mlog n), where n is the number of users and
m is the number of colluders. Further research by Naor, Naor, and Lotspiech (2001)
proposed a solution with ciphertext and keys do not rely on the m. The scheme has
private key size of O(log? n). There also are many research papers about broadcast
group-oriented encryption as in Ma, Wu, and Li (2006) and Ma and Ao (2009). The
former proposes a novel broadcast encryption used in the group communication. It is
an asymmetric group key agreement scheme achieved a broadcast message with
constant ciphertexts and private keys. The later proposes the improved version by
including the identity of users to the previous scheme, and it is secure against chosen
ciphertext attack and the key generation withstands collude attack from the users of
the group. Both schemes are the centralized group key agreement schemes, because
they need a private key generator for generating member’s private keys. These



schemes as mentioned before are implemented using bilinear pairing in elliptic curve
cryptosystem.

There are also some research papers in doing asymmetric group key
agreement as in Wu, Mu, Susilo, Qin, and Domingo-Ferrer (2009) and Zhao, Zhang
and Tian (2011). Both schemes are the contributory group key agreement schemes.
The former scheme is constructed on one round asymmetric group key agreement
(ASGKA) based on the concept of aggregatable signature based broadcast (ASBB) by
using bilinear pairings. Typically in an ASGKA protocol, it has two keys; one is a
public group key, which is used as an encryption key for a message to a group and
another is a private key, which a group member can use it individually as a decryption
key. An ASBB is the scheme that the public key can be used to verify signatures as
well as to encrypt messages, and any valid signature can be used to decrypt the
ciphertexts. As mentioned in Wu, Mu, Susilo, Qin, and Domingo-Ferrer (2009), their
scheme does not improve in communication overhead for one-time group applications
in which the members of the group are about fully dynamic as in ad hoc networks,
because their scheme has heavy communication overhead in key establishment. The
later scheme is a dynamic asymmetric group key agreement (DASGKA) combining a
conventional authenticated group key agreement, a public key encryption and a multi-
signature. This scheme is implemented using elliptic curve cryptosystem. In the
dynamic asymmetric group key agreement, a group of users can form a temporary
group and agree to share a public encryption key. Users can join or leave the group
without running a completely new key agreement protocol.

The concept of an identity-based cryptosystem was proposed by Shamir
(1984). An idea of this new paradigm is to use user’s identifier information such as
email address or IP address as a public key for encryption or signature verification.
An identity-based cryptosystem can reduce a system complexity and cost for
establishing and managing a public key authentication framework known as the
public key infrastructure (PKI). The first identity-based cryptosystem scheme which
was proposed by Shamir is an identity-based signature scheme (IBS). An identity-
based encryption scheme (IBE) became an opening problem until 2001. In 2001,
Shamir’s open problem was solved by Boneh and Franklin (2001) as well as Cook (2001).
An identity-based cryptosystem has mostly been implemented using bilinear pairing
which has exponential cost in pairing operation.



1.3 Motivation

Braid groups were introduced by Artin (1947) and first used to construct a
Diffie-Hellman type key agreement protocol and a public key encryption scheme by
Ko, Lee, Cheon, Han, Kang , Park (2000). In Karu and Loikkanen work (2000), the
comparison of fast public key cryptosystems; elliptic curve cryptography (ECC),
NTRU, and braid groups has been made. The result shown that the braid groups based
efficient cryptosystem can be implemented, and it is faster than RSA and elliptic
curve cryptography. For very limited environments like personal digital assistant
(PDA)’s, smart cards, and mobile phones they require faster cryptosystem, therefore
braid groups based cryptosystem can be one of the choices. The braid groups can be
used in a symmetric group key agreement protocol as in Thanongsak Aneksrup and
Pipat Hiranvanichakorn (2011). The motivation for this research is to create an
asymmetric broadcast encryption scheme based on an identity-based cryptosystem
and braid group concepts in contributory group key agreement manner. The proposed
scheme starts with building an asymmetric broadcast encryption scheme based on

braid groups and then applies the identity-based cryptosystem to it.



CHAPTER 2

LITERATURE REVIEW

This chapter gives an overview of the concepts relating in the proposed
scheme on a dynamic asymmetric key agreement for broadcast encryption such as the
concept of broadcast encryption, identity-based cryptosystem, braid groups based
cryptosystem, some related researches in asymmetric group key agreement scheme

for broadcast encryption, and identity-based broadcast encryption.

2.1 Broadcast Encryption

Fiat and Naor (1993) proposed the concept of broadcast encryption in 1993. In
this scheme, sender allows to send a ciphertext to a designated group whose members
of the group can decrypt it with his or her private key. However, nobody outside the
group can decrypt the message. Broadcast encryption is widely used in the present
day in many aspects, such as VoIP, TV subscription services over the Internet,
communication among group members or from someone outside the group to the
group members. This type of scheme also can be extended in networks like mobile
multi-hop networks, which each node in these networks has limitation in computing
and storage resources.

The original scheme which is proposed by Fiat and Naor was to prove that two
devices which were not known each other could agree on a common key for secure
communications over a one-way communication. This is different from a traditional
secure transmission of information using public key cryptography in which devices
must know about each other and agree on encryption keys before transmission.
Broadcast encryption allows devices which may not have existed, when a group was
firstly formed, can join into the group and communicate securely.

In the original broadcast encryption scheme proposed by Fiat and Naor, there

exists a key distribution center. The center allocates predefined keys for all of the



users in a group. It was also a zero-message scheme in which the broadcast center did
not have to broadcast a message for the members to be able to compute the key. It
could be computed from information that the members receives from the center, and
from other members. The scheme is a k-resilient broadcast encryption scheme in
which it is secure against a coalition of at most k£ non-privileged users.

There are many research papers about broadcast group-oriented encryption as
in Ma, Wu, and Li (2006) and Ma and Ao (2009). The former proposes a novel
broadcast encryption used in the group communication. It is an asymmetric group key
agreement scheme achieved a broadcast message with constant ciphertexts and private
keys. The later proposes the improved version by including the identity of users to the
previous scheme, and it is secure against chosen ciphertext attack and the key
generation withstands collude attack from the users of the group. Because a member’s
identity is included in a private key generation, two or more members cannot forge a
new private key to the other. The review of these papers can be found in related works

section in this chapter.

2.2 Identity-Based Cryptosystem

The concept of an identity-based cryptosystem was proposed by Shamir
(1984). There are two schemes in an identity-based cryptosystem. The first one is an
identity-based encryption scheme (IBE) and the second one is an identity-based
signature scheme (IBS). This section reviews a concept of both the identity-based
encryption scheme (IBE) and the identity-based signature scheme (IBS). It also gives

an example of an identity-based cryptosystem using bilinear paring.

2.2.1 Basic Concept of Identity-Based Encryption and Signature
This subsection describes the concept of identity-based encryption (IBE) and
identity-based Signature (IBS) schemes from Baek, Newmarch, Safavi-Naini and
Susilo (2004) paper.
2.2.1.1 Identity-Based Encryption
In an identity-based encryption (IBE) scheme, if Alice needs to send a

ciphertext to Bob, she can encrypt it using Bob’s identity information such as his



email address or his IP address as well as a public key of a trusted third party called a
private key generator. Upon receiving the ciphertext, Bob can decrypt it using his
private key which is associated with Bob’s identity and generated by the private key

generator as shown in Figure 2.1.

PKG Upon receiving

oy G

Pk pxe Sk gon
D Bob
%

— Ciphertext —
= o 8 o B =
Plaintext Encryption algorithm Decryption algorithm Plaintext
Alice Bob

Figure 2.1 Identity-Based Encryption

We can describe an identity-based encryption scheme in four steps;
setup, private key extraction, encryption and decryption as the following.

1) Setup: The private key generator creates its private and
public key pair denoted as skpkg and pkpkg respectively.

2) Private Key Extraction: The receiver Bob authenticates
himself to the private key generator and obtains his private key skso, which is
associated with his identity /Dgp.

3) Encryption: Alice uses the receiver Bob’s identity /Dgo, and
the public key of the private key generator pkpk to encrypt a message.

4) Decryption: the receiver, Bob, uses his private key skgob to
decrypt the ciphertext.

2.2.1.2 Identity-Based Signature
In an identity-based signature (IBS) scheme, If Alice wants to sign a

message to Bob, she can sign it using her private key which is associated with her



identifier information and obtained from a private key generator. Upon receiving the
message Bob can verify it using Alice’s identifier information as well as a public key

of the private key generator as shown in Figure 2.2.

Uponreceiving pKG

' Alice 3 . ﬁb
Sk Alice Pk exc
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Figure 2.2 Identity-Based Signature

We can describe an identity-based signature scheme in four steps;
setup, private key extraction, encryption and decryption as the following.

1) Setup: The private key generator creates its private and
public key pair denoted as skpkg and pkpkg respectively.

2) Private Key Extraction: The signer, Alice, authenticates
herself to the private key generator and obtains her private key skajice Which is
associated with her identity /D ajice.

3) Signature Generation: Alice uses her private key skajice to
generate signature ¢ and send it with a message.

4) Signature Verification: the verifier, Bob, checks whether o
1s a genuine signature on the message using Alice’s identity and the private key
generator’s public key pkpkg. If it is, then accepts the message. Otherwise rejects the

message.



2.2.2 Bilinear Pairing
This subsection gives some preliminaries of bilinear pairing and its properties.
Let G and G, be two groups of prime order g and let P be a generator of G, where G is
additively represented and G, is multiplicatively. A map e: G x G — G, 1is said to be a
bilinear pairing and the group G is called a bilinear group, if the following three
properties hold:
2.2.2.1 Bilinearity: e(aP, bP) = e(P, P)*” = e(P, abP) = e(abP, P) for
all a,b ¢ Zq*;
2.2.2.2 Non-degeneracy: this means that there exists P € G such that
e (P, P) # 1 where 1 is an identity of G;
2.2.2.3 Computability: this means that there exists an efficient
algorithm to compute e (P, P) V P € G.

2.2.3 Related Complexity Assumptions
Consider the following problems in the group G; of prime order ¢, generated
by P.
2.2.3.1 The Decisional Bilinear Diffie-Hellman problem (DBDHP) is,
given a generator P of a group Gi, (aP, bP, cP) and an element & € G, to decide
whether % = e(P, P)*™".
2.2.3.2 Given a generator P of a group G; and (aP, bP), the
Computational Diffie-Hellman problem (CDHP) is to compute abP.

2.2.4 An Example of Identity-Based Encryption

This subsection gives an example of an identity-based encryption scheme
using pairings on elliptic curves. This overview comes from Hoffstein, Pipher, and
Silverman (2008). When Bob wants to send Alice a message, he uses private key
generator’s public key pkpxg and Alice’s identity information /Dajice to encrypt his
message. In the meantime, private key generator uses its private key skpkg and Alice’s
identity information /Dajicc to create a private key of Alice skajice. Alice then uses
Skaiice to decrypt and read Bob’s message.

This example is explained in four steps; setup, private key extraction,

encryption and decryption as the following.
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2.2.4.1 Setup: In this step the private key generator prepares public
parameters and creates its private and public keys. There are some public parameters
such as; a finite field Fg, an elliptic curve E, a point on the elliptic curve P € E(F) of
prime order /. There are also two hash functions A, and H, where H: {ID,} — E(F,)
and H: F* — {0,1}®. The first hash function maps a user identity to a point on E.
The second hash function maps each element in F* to a binary string of length B.

The private key generator chooses a secret integer s modulo m and
publishes the point Ppxg = sP € E(Fq). The Ppkg 1s a public key of private key
generator and s is its private key.

2.2.4.2 Private Key Extraction: Alice chooses identity information.
The private key generator computes the point Pajice = Hi(IDalice) € E(Fq) where Pajice
is Alice’s public key. The private key generator sends the point Qajice =  Palice €
E(F,) to Alice. This Qaiicc 1s Alice’s private key.

2.2.4.3 Encryption: Bob chooses a plaintext M and a random number r
modulo g-1. Bob computes the point Pajice = Hi(IDaiice) € E(Fy). Bob’s ciphertext is
the pair C = (rP, M ® Ha(é(Patice , Prxa) ).

2.2.4.4 Decryption: Alice decrypts the ciphertext (Ci, C>) by computing
C® Hy(él(Qaiice s Ch)).

The correctness of this scheme can be shown as the following.

é(Oaiice » C1) = éi(sPalice , 'P) = é(Paiice , P)”
= éi(Palice , SP)" = é(Piice , Prc)’

2.3 Braid Groups

The braid group was first introduced by Artin (1947). It is a “non-commutative”
group which can be used in cryptography because its computations can be performed
efficiently, but it is strong enough against attacks. For the geometric presentation of
the braid group, a braid B, is a set of disjoint » strands all of which are attached to two
horizontal bars at the top and the bottom, and between the top and the bottom bars,
one strand crosses any one horizontal line only once. We call n is the braid index. A

braid can be represented by a sequence of generator g, which is called the Artin
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generator as proposed by Artin. If the strand i ” passes under the strand i+1 ”, it

denotes o;. Corresponding if the strand i ” passes over the strand i+1 ” it denotes o,
as shown in Figure 2.3. The multiplication of two braids with the same braid index, xy
comes from concatenating the ends of the strands of the first braid with the beginnings
of the strands of the second braid, e.g., x = o1 'and y = 0201, s0 xy = 01" 020, as shown
in Figure 2.4. The identity braid is the braid consisting of strands with no crossings as
shown in Figure 2.5. The inverse of a braid is the mirror image of that braid with

respect to the horizontal line, e.g. from the previous example, y = (s201) ' = 0107

1 i i+1 n 1 i i+1 n

oi o
Figure 2.3 Artin Generator of g; and o,

As we have seen that any braid B, can be expressed as a braid word which is a

sequence of generator, e.g., 01" 0201, and it has the following relation;
(1) oi0; = o0; where | i —j| > 1
€.g., 0103= 030]

(2) oio0i = oi50;  where | i—j[=1
€.g., 0102 01= 02010,



\
y = 0,04 /1

Xy = 0'1-10'20'1

Figure 2.4 Artin Generator for Some Braids

1 2 3
Identity of B;
Figure 2.5 Identity Braid
4 e
s

Figure 2.6 Fundamental Braid of B,
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2.3.1 Properties of Braid Groups
This subsection reviews some notations as well as properties of braid groups
as mentioned in Cha, Ko, Lee, Han and Cheon (2001).
2.3.1.1 Elements in B, are called positive braids or positive words in
which every generator in the braid word has no negative power.
2.3.1.2 There is a fundamental braid D or A where A = (o;...0p-1)
(01...042) ...o; in the Artin presentation as shown in Figure 2.6. In the fundamental
braid, each pair of strand crosses exactly once. The fundamental braid D can be
written in many different ways as a positive word. It has two properties:
1) For each generator a, D = a4 = Ba for some 4, B € B,".
2) For each generator a, aD = DT(a) and Da = T ' (a)D where
T (tau) is the automorphism of B, defined by T(i) = o,.; for Artin presentation .
2.3.1.3 There are partial orders ‘<’, ‘<)’ and ‘<R’ in B,. For two words
Vand W in B,, we say that V' > W (respectively V> W, V>g W) if V.= PWQ (resp. V
= WP, V = PW) for some P,Q € B,". If a word is compared against either an empty
word e or a power of D, all three orders are equivalent due to the property 2) above.
Note that the partial orders depend on a presentation of B, and W is a positive word if
and only if W>e.
2.3.1.4 For two elements V" and W in a partial order set, the meet V AW
(resp. join V\/W) denotes the largest (resp. smallest) element among all elements
smaller (resp. larger) than V" and W. When we want to distinguish the meet and join
for left and right versions, we will use ‘AL’, ‘Ar’, “vi” and ‘v’ .
2.3.1.5 A braid satisfying e < 4 < D is called a canonical factor and
[0, 1], denotes the set of all canonical factors in B,. The cardinality of [0, 1], is n! for
the Artin presentation.
2.3.1.6 For a positive braid P, a decomposition P = AyPp 1s left-
weighted if 4y €[0, 1],, Po = e, and 4y has the maximal length (or maximal in ‘<;’)
among all such decompositions. A left-weighted decomposition P = AP, is unique.
Ay is called the maximal head of P. The notion ‘right-weighted’ can be also defined
similarly.
2.3.1.7 Any braid W given as a word can be decomposed uniquely

into W=D"414,...4x, where e < A; <D, u € Z, where the decomposition 4;4,+ is left-
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weighted for each 1 <i <k - 1. This decomposition, called the left canonical form of
W, is unique and so it solves the word problem. The right canonical form of /' can be

also defined similarly.

2.3.2 Operations in Braid Groups

This subsection give an overview of braid groups operations as mentioned in
the paper entitled “An Efficient Implementation of Braid Groups” by Cha, Ko, Lee,
Han, and Cheon (2001). First they write a given braid in the form as f= D414, ...A,,
where ¢ is an integer and each 4; is a canonical factor, they represent the braid as a
pair 8= (g, (4,)) of an integer ¢ and a list of / canonical factors (4;). They note that
this representation is not necessarily the left canonical form of £, and hence / may be
greater than the canonical length of S.

A braid given as a word in generators can converted into the above form by

.. . -1 -1 .
rewriting each negative power o = of generators as a product of D™ and a canonical

factor Do and collecting every power of D at the left end using the fact
(I14)D"" = D"{(TIT"""(4,)) for any sequence of canonical factors A;.
2.3.2.1 Multiplication
The multiplication of two braids is just the juxtaposition of two lists of
permutation and applying 7 as the following equation.
(D’4,...A))(D'B,...B;) =D’ T(4,)... T (4)B;...B;
The inverse of a braid can be computed using the following equation.
(DA, ..A) =D ' T 4 /B)... T 7'(B)) where B: = 4, D, viewing
A; and D as permutations.
2.3.2.2 Left Canonical Form
Given a positive braid P = 4; ...A4;, where 4, is a canonical factor, the
algorithm computes the maximal heads of A.14;, Aj2A4114,, ..., A1... A;1= P
sequentially using the following facts.
1) For any positive braid 4 and P, the maximal head of AP is
the maximal head of the product of 4 and the maximal head of P.
2) For two canonical factors 4 and B, the maximal head of AB

is A(DA ")ALB), where the inverse is taken in the permutation group.
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2.3.2.3 Left Canonical Form by Hands

Given a positive braid P, it can be easy to use visual approach
suggested by ElriFai and Morton (1994) to convert to its left canonical form as the
following. We can partition a braid words into permutation braids (or canonical
braids) by scanning a braid words from the highest to the lowest braid words and
partition it if a pair of strings are about to cross for the second time, and then start a
new permutation braid. Then look at adjacent pairs of permutation braids, and see if
any adjacent pair of strings crosses in the lower but not the upper braid. If so, move it

up and continue, otherwise stop.

2.3.3 Example in Braid Groups Operation
This subsection gives an example of how to convert a braid word into the left
canonical form by hands. For example a braid word 030201']03']0201 n B4 can be
converted into the left canonical form as the following steps.
First change a negative braid into a positive braid, for this example, change
o1 and o3 to positive braid word as the following.
o' =D"'Do;" = D'l(cl0203)(0102)(01)01'] = D'](010203)(0102) and
o;' =D'Do;” = D'l(cl0203)(0102)(01)03'] = D'l(cl0203)(0201)(02)03']
= D'l(cl0302)(0301)(02)03'] = D'l(cl0302)(0103)(02)03']
= D'l(cgcl02)(0103)(02)03'] = D'l(030201)(0203)(02)03']
= D'l(030201)(0302)(03)03']
=D"(030,61)(0302)
Thus 630,063 6201 = 036,D7(616263)(6162)D ™ (636:261)(0362)5,01, Now
use the fact ([14,)D""' = D" (I1T"""(4;)) for any sequence of canonical factors 4;
030201'103'10201 = (0302D'1)(0102030102D'1) 0302010302020]
=D"'T(030,) D' T(6162030162) 6362616362020
=D (6162) D' T(616,636162) 6362616362661
= D" (610,) D(0362610362) 636,61636,0,01
= D'](Gl02D'1)030201030203020103020201
=D'D'T(6,067) 636,610362636,6163620:6

2
=D T(G]Gz) 030201030203020103020201
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= D(030,) 030201030203062010302020]
= D'2(0302) (030201) (0302) (036201) (0302) (0261)

From this point, we can use algorithm proposed by ElriFai and Morton (1994)
in subsection 2.3.2.3 to partition the braid words above into permutation braids as the
following and Figure 2.7.

D™(030,) (636261) (6362) (036261) (6362) (0201)

= D%(036,03)(6261030203)(62616302)(02671)

Use algorithm proposed by ElriFai and Morton (1994) again to move up an
adjacent pairs of permutation braids, which no crossing in the above as in Figure 2.7
and we got the sequence of a permutation braids as the following.

D?(630,03)(6261636,03)(62616362)(6261)

= D_2(03020301)(0201 0302)(0201 0302)(0201)

1234 1234

030203 03020301

0201030203

02010302
Move up

02010302
02010302

0201

Figure 2.7 An Example of Permutation Braids

Continue with the braid words above, we can find the left canonical form as

the following.
D?(630,0361)(62616302)(62616362)(6261)
= D™(616263616,61)(5162)(6261636,)(6261)
= D?D(6,6,)(62616302)(0201)

=D"(616,)(6261636,)(6261)
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The left canonical form of the braid word 630,60, 030201 is D'(o102)

(02010302)(0201)

2.3.4 Implementation

There have to be efficient ways to represent and perform operations on braid
groups in a computer in order to do cryptography based on them. Because a braid has
a unique decomposition, this decomposition provides a nice way to store a particular
braid in the memory of a computer. In order to store a braid in a computer’s memory,
the power of the fundamental braid u as in 2.3.1.7 must be stored, as well as the
sequence of canonical factors following it (4;). The power of the fundamental braid
can be stored as an integer. The canonical factors are the permutation braids. Thus to
store a canonical factor, an array representing the permutation can be used. Let 4 be
an array representing a permutation table. If a permutation sends i to z(i), then
A(7) = n(i). For example braid y € B; in Figure 2.4 can be written in permutation as
n(2,3,1).

For example braid words x and y € Bj in Figure 2.4, when they are putted into
a program, they can be kept in memory as the sign integer like x = 10000001 and
v = 0000001000000001. When the program wants to multiply them together, it can
read and then concatenate them as a braid word “-1 2 1”. Then the program performs
a left-canonical form operation. The result is as the following.

x=0,"=D"Do," =D (c102)(01)01" =D (616,)

Y = 020

xy =D"(010,) 6,0

Then keeps u = -1, A; = (0162), and A, = (c,6,) for the braid xy.

2.3.5 Hard Problems in Braid Groups

Recently there are some mathematically hard problems in braid groups as a
candidate for cryptographic one way function, but the famous one is the generalized
conjugacy search problem (GCSP) which we apply it in our protocol to maximize
strength of the key. In the generalized conjugacy search problem, it states that x and y
are conjugate if there exist an element a such that y = a x a” for m < n, where B, is a

subgroup of B, generated by ,,0, ... 6,1, The hardness in GCSP is as following;

.....
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Given a pair (x,y) € B, x B, such that y = a x a”’ for some a € B,,

The objective is to find b € B,, such that y = b x b form<n.

Thus we can conclude that x and y are conjugate. It is able to compute y easily
when we are known both @ and x, but needs exponential time to compute b from bxb™

when known x and y.

2.3.6 Public key Cryptography Based on Braid Groups
This section gives an example in using the braid groups in public key
cryptography. We show a simple example protocol, according to Dehornoy (2004).
Here we say that Alice needs to send message m, to Bob. Alice uses her
private key and Bob’s public key to encrypt the message and Bob can use his private
key and Alice’s public key to decrypt it.
1) Alice computes the conjugate p’=sps ', s is Alice’s private key
and (p,p’) is her public key;
2) Bob computes the conjugate p”’= rpr ', r is Bob’s private key and
(p, p”) 1s his public key;
3) Alice sends a ciphertext m” =m4 ® H(sp”’s") together with her
public key p”to Bob;
4) Bob computes
mya=m"@H(rp'r")
=m” @H(rsps ' r")
=m"” @ H(srpr's™)
=m” @H(sp”sil)
= my
As shown above, braid » and s commutes with each other, thus s» = rs. This
property of the braid groups is true when we carefully select the braids. Suppose we
have n subgroups By, Bgs, Bgs, ..., Bg, of g-braid groups where g = g; + g» + g3 + ...

+g,. For any braid s; € By and s, € Bg, with [ # m, It 1s true that s; 5, = sy 51
2.4 Asymmetric Group Key Agreement Schemes

This section gives an overview of related researches on broadcast encryption

using asymmetric group key agreement such as proposed by 1) Ma and Ao (2009),
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2) Wu, Mu, Susilo, Qin, and Domingo-Ferrer (2009) and 3) Zhao, Zhang and Tian
(2011).

2.4.1 Improved Group-Oriented Encryption for Group Communication

This scheme was proposed by Ma and Ao (2009) and improved from the
scheme proposed by Ma, Wu, and Li (2006). They improve the security of Ma et al.’s
encryption scheme and make it withstand collude attack by using the identities of the
users in designing the group—oriented encryption scheme. In this scheme a sender is
allowed to encrypt a message using a group’s public key. Any user in the group can
independently decrypt the ciphertext using his private key.

This subsection describes the group oriented encryption scheme as the
following. There are five phases in this scheme; Initialize, KeyGen, KeyVer, Encrypt,
and Decrypt.

2.4.1.1 Initialize

Let G; be a cyclic multiplicative group generated by g, whose order is
a prime g and G, be a cyclic multiplicative group of the same order g. A bilinear
pairing is a map: e: GoxG; — G, which can be efficiently computed. There are three
cryptographic hash functions: 1) H:{O,l}* —272,2)G: G, > (0,1} 3) Hi: G, > Zq* .
A private key generator chooses a € Zq* and g>€G; uniformly at random, and
computes g;=g”. The master private key is a, and the master public keys are (g1,2>).

2.4.1.2 KeyGen

The private key generator chooses k € Zq* uniformly at random for a

group A, and then publishes PKx = g" and VKAZgazk as group A’s public key. The
member p;’s private key can be generated as follows:

1) The private key generator chooses r; € Zq*uniformly at
random.

arg

2) Computes and outputs diy = g""™"ig,"" djy = g*" and

dis = gakgH(lD,)rl'.

The member p;’s private key is d; = {d;1, dn, diz}, where ID; denotes the

identity of member p,.
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2.4.1.3 KeyVer

After receiving the private key distributed from the private key
generator, the member p; verifies the validity of the key by the following equation.

e(d,g") = e(VKa, 2)e(g"™? | dy) or not

If above equation holds, p; accepts the private keys, otherwise outputs
ERROR message. They say the member p; can verify the key because

e(dj3,ga) — e(gakgH(IDl)rl” ga)

2 R ari
= e(g.g” e(g"™7, g™

= e(VKa, @)e(g" ", dp)
2.4.1.4 Encryption
In order to encrypt a message Me{0,1} for the group A, the sender
first chooses se Zq*uniformly at random, and computes the ciphertext

c1 = G(e(g1,PKy)') @ M

S

=g
3= gzs
cs=H(g")

-1
Cs= g(ﬁh)

The ciphertext for message M is ¢ = (ci1,¢3,03,C4C5), Where
h = H(ci||cz2||c3||ca). The sender sends the ciphertext to all the members in the group A
by broadcasting over the Internet.
2.4.1.5 Decrypt
After receiving the ciphertext ¢ = (c¢1,¢2,¢3,¢4,05), @ user pi € A can
decrypt it as follows:
1) Computes T = e(cy,dpn)e(cs,dp) / e(ca,di).
2) Computes M =c; @ G(7).
The Decrypt is correct, because
T = e(cy,dn)e(cs,dn) / e(ca,di)

— e(gS’ gakgH(lDl)rl’)e(g;’ gari) /e(gs’ gH(IDl)rl’gzarl’)

aks

=e(g 8)
Then p; gets the message M = ¢; @ G(T).
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This scheme is an asymmetric group key agreement scheme. The scheme has
advantage in that it can withstand adaptively chosen ciphertext and colluded attacks,
but it has some drawbacks in computation complexity, and no supported protocol for

dynamic group.

2.4.2 Asymmetric Group Key Agreement

This scheme was proposed by Wu, Mu, Susilo, Qin, and Domingo-Ferrer
(2009). This scheme is an asymmetric group key agreement (ASGKA) protocol. They
proposed a generic construction of one-round asymmetric group key agreement
protocol based on a new primitive referred to as aggregatable signature based
broadcast (ASBB), in which the public key can be simultaneously used to verify
signatures and encrypt messages and signature can be used to decrypt ciphertext. A
round means that each party sends one message and can broadcast simultaneously.
This scheme was also implemented using bilinear pairings.

From a generic construction, to realize one-round ASGKA protocol, they need
only to implement a secure ASBB scheme. They construct an ASBB scheme secure in
the random oracle model using bilinear pairing techniques.

2.4.2.1 An Efficient ASBB Scheme
Let PairGen be an algorithm taking on input a security parameter 1%,
and outputs a tuple '= (p, G, G, e) where G and G, have the same prime order p,
and e: G x G— G is an efficient non- degenerate bilinear map such that e(g, g) # 1
for any generator g of G, and for all u, v € Z, it holds that e(g", g') = e(g, g)"".
1) Public parameters: Let ¥ = (p,G, G, ,e) < PairGen (17‘),
G=(g). Let H:{O,l}* — G be a cryptographic hash function. The system parameters
are m = (1,g,H).
2) Public/secret keys: Select at random reZp*. XeG \ {1}.

Compute R = g ', A = e(X, g). The public key is pk = (R,4) and the secret key is
sk = (r,.X).

3) Sign: The signature of any string s € {0,1}* under the
public key pk is 6 = X H(s) .
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4) Verify: Given a message-signature pair (s,o0), the verification
equation is e(c;g)e(H(s),R) = A. If the output is 1, it means that purported signature is
valid.

5) Encryption: For a plaintext m € G, randomly select ¢ €
7, and compute ¢; =g, c; =R', c3 = mA".

6) Decryption: After receiving a ciphertext (ci, ¢z, ¢3), anyone
who has a valid message-signature pair (s, o) can extract m = c3 / e(o,c1)e(H(s), c2).

2.4.2.2 Concrete One-Round ASGKA Protocol
The following is a concrete one-round ASGKA protocol which using
the instantiated ASBB scheme.

1) Public parameters generation: It is the same as ASBB
scheme.

2) Group setup: Decide a group of players P = {U,,..., Uy}
Randomly select #; € G for i = 1,...,n. A; can map to U in a natural way, e.g.,
according to the dictionary order in their binary representation.

3) Group key agreement: U; randomly select X; € G, r; € Zp*
and publishes {cij, Ri, 4i}is, Where oij = Xi i, Ri=g ", 4 = e(X;, g).

4) Group encryption key derivation: The player share the same
group encryption key(R,A); R=11"-1 Rj=¢g il T A=T1" 4= e, X, @)-

5) Decryption key derivation: Using the private input (X;,7; )
during the protocol execution phase, player U; can calculate its secret decryption key

from the public communication;

G =X b [1%-17" o, = [T x; b7 = (1T, X)) B L

6) Encryption: For a plaintext m € G,, anyone who knows the
public parameters and the group encryption key can produce the ciphertext
c=(ci1, 2, c3), Where t < Z,, c1 = g, co=R and c;=mA'

7) Decryption: e(o;,g)e(hi, R) = A, each player U; can decrypt
m = c3/ e(a,cr)e(hi, c2).

This scheme is an asymmetric group key agreement scheme. The

scheme has advantage in that it uses an aggregatable signature based broadcast in
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which a public key can be used to verify a message, but it also has some drawbacks in

computation complexity, and no supported protocol for dynamic group.

2.4.3 Dynamic Asymmetric Group Key Agreement

This scheme was proposed by Zhao, Zhang and Tian (2011). They describe a
dynamic asymmetric group key agreement (DASGKA) protocol. The protocol is not
required central management. The protocol combines the concepts of a conventional
group key agreement, a public key encryption and a multi-signature. Their
construction is similar to an authenticated group key agreement for dynamic group.
After a shared private key is computed, a corresponding public key is published to
outsiders. In order for outsiders to trust the public key, a multi-signature is attached.
Their scheme is an asymmetric group key agreement, and it is a dynamic scheme in
which it allows users to join or leave a group efficiently without triggering a
completely new key agreement protocol.

2.4.3.1 An Instance

This subsection gives an overview of an instance for the dynamic
asymmetric group key agreement.

Definition A prime order group G is a group Diffie-Hellman (GDH) if
there exists an efficient algorithm VDDH( ) which solves the Decisional Diffie-
Hellman problem in G and there is no polynomial-time algorithm which solves the
Computational Diffie-Hellman problem.

1) DASGKA.Setup

On input a security parameter 1", a cyclic GDH group G = <g>
of some large prime order ¢ is chosen. Two cryptographic hash functions H: {0, 1}
— 7, and F: {0, 1} — G are needed.

2) DASGKA.KeyGen

User U; chooses randomly x; € Zq* and computes PK; = gi. U,

keeps SK; = x; secret as the private key, and publishes PK; as public key.

3) DASGKA.KeyAgree

A group of players S = {U],..., U,} agree to trigger the protocol
on time 7. They require that there exists only one session for the same group and the

same 7. All players form a circle structure, with U,+; = U; and U = U,
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(1) Round 1

Each U; chooses a; € Zq* and computes K; = g“i. U; sets M;
= U | T || HS) || Ki, and signs it as c;(M;) = MS.Sign(SK;,M;) = F(M;)" where MS
denoted as multi-signature scheme functions. U; broadcasts (M;,ci(M;)) to others.

(2) Round 2

Each U; checks the validation of data from his neighbors,
namely (M i.1,6i.1(Mi.1)) and (M i+1,6i:1(M i+1)). For instance, he checks the structure of
M iy and runs VDDH(g,F(M i.1),PK i.1, 6i.1(M i.1)) to see if (g,F(M;.1),PK i.1, Gi.i(M i.1)
form a valid DDH tuple. If both are valid, U; calculates his shared key with neighbors
Kii+1 and K i, and circle calculations X; as follows.

Ki i1 = (K1) = g K = (Kia) M = g4,

Xi = HKijr1) © H(Ki.1),

M= Ui || T H(ES) || X

ci(M ")) = MS.Sign (SK;,M ;) = F(M'y)".

U; broadcasts the message and the signature (M ', 6i(M "))
to others.

(3) Key computing

After receiving all the messages, U; checks the validation of
all (M "5, oi(M '), j € {1,. . .n}, j#1. If valid, U; obtains all the circle calculations X;
and checks whether X1®. . . @ X;= 0. If so, the handshake is accepted and shared
session key is SK = H(H(K ),. . ..,H(Kii+1),. . .,H(Kq1),T), where H(Kiji+1) = H(Kii+1)
@ Xi®. .. ® X, withj=1,...,n-1.

4) DASGKA.PkGen
With the shared secret key SKeZq* , anyone in the group can

generate a common public key PK = g**. If the group wants to publish the public key
to outsiders, each player needs additional round for generating a multi-signature as

follows. Each player U; sets M = T || H(S) || PK, ci(M) = F(M)" and broadcasts c;i(M)
to others, which can be verified by using VDDH( ). Then o, (M) =1 " o(M) =

FM) il g g multi-signature for PK and the group descriptions S. It can be

verified by using VDDH( ) to decide whether (g, F(M), [Tz, PKy & (M)) form
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a valid DDH tuple. The public key PK, time stamp 7, group description S and the
signature ;. _n(M) are made public.
5) DASGKA.Enc
Anyone who wants to send message meG to the group, can
select randomly keZq* and compute ¢ = (ci,c2) = (¢",m ® PK"). The ciphertext ¢ is
sent to the group.
6) DASGKA.Dec
On receiving the ciphertext ¢, any group member with the
shared private key SK can calculate m = ¢, @ ¢;° to recover the message.
7) DASGKA.Join
We suppose S = {U), ..., Uy} to be the current group and J =
{Unt1, ..., Uniw} (n'21) to be a set of outsiders hoping to join the group. The agreed
joining time is 7. They form a new circle structure among the members S’ = {U;,...,
Unin'}, With Uyin+1 = Uy, The neighborhood changing concerns only U; and U, among
the old members.
(1) Uy, U, and {Uyt1, ..., Upyy} interacts as Round 1 of
DASGKA.KeyAgree on the new time stamp 7’ and the new group S’. U, uses the
previous K; and U, uses previous K.
(2) Uy, U, and {Uyti, ..., Upyy} interacts as Round 2 of
DASGKA.KeyAgree. The shared key between U; and U,, as well as the shared key
between U,.; and U, remains unchanged. U; broadcasts its previous circle calculation
value X;,2 <1< n -1. If anyone finds that some player outputs a value different from
the previous one, he alerts all players and returns reject.
(3) All players in S” run as Key Computing of
DASGKA.KeyAgree to obtain a new shared private key, except for that they only
need to check the validation of n'+ 2 messages from Uj, U, and {Uy1, ..., Unin'}
(4) All players in §” run DASGKA.PkGen to refresh the
public key and the multi-signature.
8) DASGKA.Leave
For convenience of explanation, we assume that only a member

Ui € S leaves the group S. Member leaving in bulk can be done simultaneously. The
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remainders form a new circle structure among the members 8'= {U,, .. ., Ui, Ui, . .
., Un}. The neighborhood changing concerns only U;.; and U;:i. New time stamp 7"
and the new group S’ are used during the protocol.

(1) Uiy and Uiy interact as Round 1 of DASGKA.Key-
Agree, using the previous Kj.; and Kji;.

(2) Uiy and Uiy interact as Round 2 of DASGKA.Key-
Agree. The shared key between Ui, and Ui.j, as well as the shared key between Uy,
and Uj;,, remains unchanged.

(3) All players in S” run as Key Computing of
DASGKA.KeyAgree to obtain a new shared private key, except for that they only
need to check the validation of two messages from U;.; and Ui ;.

(4) All players in §” run DASGKA.PkGen to refresh the
public key and the multi-signature.

This scheme is an asymmetric group key agreement scheme. The

scheme has advantage in that it has protocols; join and leave protocols in which they

support for a dynamic group, but it also has some drawbacks in computation complexity.
2.5 Identity-Based Broadcast Encryption Scheme

This section gives an overview of a research in an identity-based broadcast
encryption scheme as proposed by Du, Wang, Ge, and Wang (2005). In this scheme,
an identity-based broadcast encryption is used to distribute a key over a network, so that
each member can compute a specified key. Then a conventional private key cryptosystem
such as data encryption standard (DES) can be used to encrypt subsequent messages.

Their scheme consists of a center and a set of users U = {ID; | i = {1,...,n}),
where ID; is a unique identifier of user i. Each user has a public/private key pair

(0, S)). The broadcast encryption is as the following.

2.5.1 Algorithms
2.5.1.1 Setup
A private key generator chooses a random number s € Zq* and set
Ppoup = sP. Then the private key generator publishes system parameters params = {G,

G, g, P, Pouw,, H1, H>}, and keep s as a master key.
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2.5.1.2 Private Key Extraction

A user submits his identity information /D to private key generator.
Then private key generator computes the user’s public key as Q;p = H(ID), and
returns his private key S;p =sQOip.

2.5.1.3 Encryption

n
The center computes QV] =X O, anda (n-1 x n) matrix which is

i=1
defined as the following.
a3 1 10 .. 0
as | 1 01 «« 0
TR EER"

fa..” l l.] l.] -e- 1
The center also form n-1 auxiliary keys
Or, = (01,0,...,0n) x a where 2 <i < n which means that
Or=011t 0
Or,=01+0s
Oy =01+ On
The cryptogram is then formed by computing,for some random r € Zq*
U, =rP, U,:rQVl,where2£i£n
V=k® Hy(e(Ppu, r Q1))
The center outputs the ciphertext (U, 1 <i < n, V) and broadcast it to
the set of users U.
2.5.1.4 Decryption

The recipient /D; set a vector a; = (0,...0,1,0,...0) with n elements, and

only the i” element is 1. Then A4 is a n x n matrix
y

il

ilo
A=

iy,

The recipient ID; can solve the following system of equations

(X1,02,...,X0) X A = (1 1 ... 1). With (x1,x2,...,x,) they can get



(Tysmmy el X | =0

To decrypt the ciphertext, the recipient /D; needs to compute
e(Ppub, r Qr,) , which with knowledge of the private key S; it can do via:

e(Poub, 1 Q1)

= e(Ppubs r(1Qi %1 Qvy + .+ X0 Or))

= e(Ppub, 1x10y) e(Ppub, (X2 Ovypt . +%n Q)
= e(rP, x1501) e(Ppub, X2rQvyt . +Xn rQr,)

= e(Ul, xlSi) e(Ppub, xU; + ... +Xn Un)

Then the recipient can compute

K=V ® Hy(e(Ur, x15i) e(Ppuv, 2" i=2 xiU; )

2.5.2 Analysis
In that paper, the authors also gives analyze of the identity-based broadcast
encryption scheme both in computation and communication costs.
2.5.2.1 The computation cost for encryption by the center is as the
following
1) 2n-2 additions in the group Gj.
2) n+1 scalar multiplications in the group G;.
3) One pairing computation.
4) One hashing computation.
5) One XOR operation.
2.5.2.2 The computation cost for decryption per user is as the
following
1) Solving a set of linear equations with » variables using
Cramer’s Rule.

2) n-1 additions in the group G;.
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3) n scalar multiplications in the group G;.
4) Two pairing computations.

5) One hashing computation.

6) One XOR operation.

The communication cost of this scheme is one broadcast, which includes n
elements in the group G, and a message V € {0,1}*.

This paper proposes an identity-based broadcast encryption scheme for
distributing a group key. Members can use this group key in symmetric way to
encrypting or decrypting a message. The scheme itself is an asymmetric key
distribution. The disadvantage in this scheme is that it needs a trust centralized
management. When group members are changed, the center must compute a new
series of member’s public keys. This can be occurred when a new member needs to

join a group or an existing member has left the group.



CHAPTER 3

BROADCAST ENCRYPTION BASED ON BRAID GROUPS

A proposed broadcast encryption scheme is made up of three phases; setup,
encryption, and decryption. In the setup phase, when any user needs to join a group,
he sends a join request message to a director. The director is one of the group
members and everyone knows published braids denoted as g; of others. Each user can
compute his own public keys PK; from his private key K, the published braid g, of
another node at the same level in a key tree and his published braid g;. The proposed
scheme uses the key tree, mentioned in Norranut Saguansakdiyotin and Pipat
Hiranvanichakorn (2012), to construct a public group key. The public group key
PKGroup can be computed individually from a user private key K; and other public key
according to i" position of the user node in the tree. This chapter first mentions the
notation of key tree and then states the detail of algorithms. In the encryption phase, it
shows that anyone outside a group can send encrypted message to the group members.
This chapter also demonstrates the decryption method in the decryption phase. At the
end of this chapter, it states complexity of the proposed scheme by comparing with

other schemes in broadcast encryption.

3.1 Key Tree Notation

A key tree was earliest proposed by Wallner, Harder, and Agee (1997) as a
tool in centralized group key distribution systems and was adapted by Kim, Perrig,
and Tsudik (2000) for using in fully distributed, contributory key agreement. Figure
3.1 shows an example of key tree mentioned in Norranut Saguansakdiyotin and Pipat
Hiranvanichakorn (2012). It is a binary tree which has only left subtree. The tree
composes of both intermediate and leaf nodes. The root node is located at level 0 and

the lowest leaf is at level 4. Each node is represented as </,v> where / and v are
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denoted as v node at level / in a tree. As shown in Figure 3.1, a member node M;

where i € (1...N) is located only at a leaf of the tree. Each member node is associated
with a private keys pair (K<;,-, K'<;,~) and a published braid g-,~. A public key of
each member node PK<;,> = K<jy> @<1v'> @< K l<1,v> where v’ is another node at the
same level. For an intermediate node, which is not a member node K<;,> = K<j+1, 20>
PK<pi1, 201> K'<i1, 20 O Ketyo = Kagir, 2ve1> PKagin, 20> K<t 20015 A key Koj,- and a
public key PK-;,~ of an intermediate node is computed independently from the values

of key and public key of child nodes to achieve a subgroup key.

<f, (= <f, 1= =1
. PP
—— L T
<2 J= L= =3
/\‘-\\ M,
L g =3, 1= =3
.M| M.?
| |
Ned

Figure 3.1 Notation of Key Tree

3.2 Setup

Assume that users A, B, and C join a group simultaneously. These users can
be ordered according to some criteria such as MAC address or IP address. The first
member of a group is the director and is located at the left highest level node in a key
tree. Each user has his private key K;, which is a braid in the different braid groups of
each other. In order to setup a group each user needs to compute their own public

keys PK;. The public key of user i” is K; g,g; K; ' where g, is a published braid of
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another node at the same level in a key tree and g; is his own published braid. The
published braid g; must be in the same braid group of K;. The following shows an

example of how to compute a public group key in setup phase;

User A: K =awherea € B, (A’s private key)
g, € B, (A’s published braid)
PK,=ag.g Aa'l (A’s public key)
User B: Kz = b where b € By (B’s private key)
g, € By (B’s published braid)
PKp = bg Ang'l (B’s public key)
User C: K¢ = c where ¢ € B, (C’s private key)
g, € B. (C’s published braid)
PKc=cg AngCc'l (C’s public key)

Assume that the order of a group member is users A, B, and C respectively, so
user A is the director of the group. At this time a key tree is formed as shown in
Figure 3.2. The director can compute key tree consisting of member public keys PK;
and public group keys PKgoup. In a key tree, a member node has public key and
published braid, but an intermediate node has only public subgroup key. In this case,
the key tree consisting of the values of PK,, PKp, PK s, PK¢, and PK pc as well as
published braids of the members. The director, user A, must broadcast this key tree to
all members.

When every member in the group receives the key tree, they can use this key
tree information in the future in order to compute a new public group key PKgoup if
they are selected to be a director. This is because every member can also compute a
group key Koy by using information in a key tree. From the previous scenario, user
B and C can also compute the group key K,z as the following;

For user B’s point of view;

Kise =KusPKc(Kqp)™'  where
Ky =bPKsb”
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For user C’s point of view;
-1
KABC =c PKAB c

PK pc = Kipc 84888c (KABC)-I
Kipc=K.p PKc (K4p) 4

PK. s = K5 84888 ¢ (KAH)-I
Kipp=aPKga™

PKc=c gigpgcc™
KC =€
Published braid: g

A B
PKA=ag3gAa" PK3=bgAng-l
K.=a Kg=b
Published braid: g4 Published braid: gz

Figure 3.2 Group Key at Setup Phase Computed by User A

Next is an example of how to define values of braids for each user. In this
scenario, there are four users; A, B, C, and D, so the braid group By can be used.
Each user’s private key must be on different braid groups, so the braid indexing 1 to 5
can be defined for user A, braid index 6 to 10 for user B, and so on. The published
braid g; must be in the same braid group with K;. The following gives an example of

how to compute key tree.

Published braids:
g4: 0202 gB: 0906 gc: 011014
For user A:

A’s private key: 6,0403

A’s public key: (616403) 69666262 (016403)'1
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For user B:
B’s private key: 656709

B’s public key: (636709) 620626956 (680769)'l

For user C:
C’s private key: 611612013

. . 1
C’s pubhc key. (011012613) 02020906011014 (011012613)

The director, user A, can compute key tree as the following;
KA B—a PKB Cl_l

= (610403) (0806709) 52626956 (G36769)” (616453)" (1)

y
PKp= K4p g4g82c Kup
1 1
= (610403) (080709) 5620626906 (030709)  (G10403) " §2062G906G11014 (G10403)

-1 -1 -1 -1 -1
(('586769) Og O9 O2 O2 (080709) (('51('5463)

The value of K5 can also be computed by user B as the following;
KAB = b PKA b_l
= (630769) (616403) 0900202 (016403)_1 (680769)-1 (2)

We can see that (1) =(2)

Kupc= K3 PKc Kyp ™!
1 1
= (016403) (0806769) 520626906 (086709) (G16463) (G11612013) 5202690601 |

614(011612013) ' (616463) (080709) G669 65”65 ™' (550709) ' (010403) 3)

PK.pc = Kapc gagsge Kasc'
= (610403) (580709) 52626956 (G36769)” (616463)” (G11612613) 626269560511
614(011612613) ' (016403) (580709) G6 ' G962 62! (636769) ' (516403)" 626269565115 14
(616463)(0805769) 62626956 (G36769) ' (616463) (611612613) 614761166 69 67 67™!
(611612013)"(616463) (036709) G669 02 62! (556700) ' (616403) !

The value of K 53¢ can be computed by user B and C as the following;
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For user B:
-1
Kypc=Kyp PKc K45
-1 -1
= (0§6709) (610403) G9G66202 (616403)  (636769) (G11612613) 52620906

611614 (011612013) " (586700) (616403) 636566 69 (616463) ' (636760)! 4)

For user C:
Kupc=c PKyp ¢’
= (611012013) (616403) (635759) 62626956 (G30769) ' (616463) ' 62626966611614
(616403) (0805709) G ' G902 67" (086700) ' (616463) " (611612613)" )

We can see that (3) = (4) =(5)

In the proposed scheme, each user needs to send his or her join request
message to the group. These users know the order among them in a tree, so they can
compute their public keys and send them to a director. Then the director computes a
public group key and broadcasts it to all members, thus the total communication
messages in key agreement and public group key generation are n+1 multicast and »
unicast messages. The » multicast messages are from sending join request, and one
multicast message is from sending updated key tree. The n unicast messages are from
sending user’s public keys. The total computation costs are n + (n-1) serial numbers
of braid group multiplication. The 7 serial numbers of braid group multiplication are
for the public key computation of the » members, and the n-1 serial numbers of braid

group multiplication are for the public group key computation by director.

3.3 Encryption

In this phase, a user outside the group can send a ciphertext to the group
members by encrypting it with the sender private key and the group public key. The
receivers, which are the group members, can decrypt it using their own private keys

and the sender’s public key.
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The following example occurs when user D, which is not the group member
referred from the previous subsection, sends a ciphertext to the group members. In
order to encrypt the message mp, user D computes the ciphertext m’by encrypting it
with user D’s private key and the group public key, then he sends m” together with
his public key PK) to the group members as the following;

PKp=d g.gsgcd”

m’=mptE H (R d PK4pc d'l) and sends m’, a random braid R and PK)p to
members of the group. The random braid R can be changed in every message that

sent.

3.4 Decryption

Each member of the group can decrypt the ciphertext with the group key. For
short, this section gives an example of user A that is the group member wants to

decrypt the message as the following;

mp=m’ 8 H (R Kize PKp (Kizo)")
mp=m’ 8 H (R ((a PKga™)PKc (a PKza™)™") PKp ((a PKza™) PKc
(@PKza™)"')")

From the above example, user A can use his private key a in the term K, pc

-1 . . . . . .
and (K45¢)" as in the user A’s view as mentioned in the previous subsection.

3.5 Correctness

This section shows the correctness of the proposed algorithms as the

following;

Theorem: ab = ba where a € B, and b € By,

mp=m’ @ H (R Kipc PKp (Kiscd)")
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=m’ 8B H (R Kpcd gugrgc d ™' (Kasc)™)
=m’ @ H (R d Kisc g4gsgc (Kapo)' d)
=m’ B HRdPKpcd")
As examples shown above, any user which is not the group member cannot

decrypt the ciphertext because he does not know the value of K pc.

3.6 Key Secrecy

The key secrecy is the concept related to the membership changes. Typically
there are two types of the key secrecy; backward and forward secrecy. The backward
secrecy prevents a new member joining the group to know the previous ciphertext of
the group. A new group key distributing to the group members when a new member
joins the group cannot be used to decrypt the previous ciphertext. The forward secrecy
is used to prevent a left member to use the previous key to decrypt a ciphertext. The
proposed scheme fulfils the concept of both backward secrecy and forward secrecy. It
is shown by using two protocols; join and leave protocols. The join protocol is
operated when a new member needs to join a group, on the other hand the leave

protocol is operated when a member needs to leave the group.

3.7 Join Protocol

In the proposed scheme, when a new member needs to join a group, he will
send a request to join a group message containing his published braid to a director.
The director can be anyone in the existing group members. After the director receives
the join request message, he sends a sequence of published braids of all members to
the new member. Then the new member computes his public key and sends it back to
the director. The director can generate a new key tree including the new member’s
public key and new public group key in the tree and then broadcasts this new key tree
to all members. The insertion point of a new member in a key tree is at a new root
node. From section 3.2, the setup phase, an example is continued with the scenario

when user D needs to join the group as shown in Figure 3.3. User C as a director
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sends a sequence of published braids of all existing members g,gzgc to a new
member. User D can compute his public key and then send it back to the director. The
director can compute a new group key Kyzcp = Kupc PKp Kapc Tand a new public
group key PK, pcp. The new member can also compute the new public group key after
getting an updated key tree but he cannot compute the previous group key K pc or K4z
because he does not know each user’s private key. Thus the proposed scheme
complies with the concept of backward secrecy.

Next is an example of join protocol that continued from the setup phase as the
following.

For user D:

D’s private key: 619017

D’s published braids: 6306

) ) -1
D’s public key: (619617) 6262069G6611614618G16 (G19517)

PK.pco = Kancp g48rgcgp (Kapcn)™
Kipcp = Kapc PKp (Kqpg) ™' %, **, %%*
—dPKed™  *oes

PK ipc = Kapc g,.qgggcgz? (K40
Kisc =K PKc (K4p) ™ *, %%
= PKAB C 4 ke

director D
PKp=dg.gsgcgpd’
Kp =d

Published braid: g,

PKp = Kz 848s8c (K4n)”'
KAgzﬂPKgﬂ-l *
=bPK,b™" **

C PKc=cgigrgcc’
K(' =i
Published braid: g

A B * = A’s perspective

PK =agsgia’ PKy=bg.gsb” ** = B’s perspective
. 3 e B wEs (0 .

Ki=a Kz;=bh C’s perspective

*HEE = [)'s perspective

Published braid: g4 Published braid: g

Figure 3.3 Key Tree After User D Joins the Group
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The director, user C, can compute key tree as the following;
Kupcp = Kapc PKp Kage ™
= (611612013) (616403) (G50709) 02620956 (G55709) " (516403) " 62626906611514
(616403) (650769) G G962 627! (056709) '(616403)" (611612613)™" (G19617) 62026906511
614615016 (619617)" (G11612613) (616463) (G567G9) 52026905 (G56769) ' (616403) " G514
611706 69676, (616403)  (036709) G6 Gy Gy Gy (636709) (616403) (G11612013)”
(6)
PK.pcp = Kapcp g4g5gcgp Kascp''
= (611612013) (616403) (G507G9) 62620956 (G5G709) ' (516403) " 62626956
611614(16463) (036709) G5 G962 62 (0367109) '(616403)"  (611612013) (G19617) 6262
G906011614015616 (519617)" (G11612013) (516403) (G56709) 62626956 (656709) "' (616403)
614611706 09" 027027 (616403)(650769) G669 52627 (036709) ' (6164063) ' (G11612613) !
52620906511614615516 (G11612613) (16463 (050700) 62026906 (656705) (616403)"
620269G6011614 (516403) (656709) G609 627627 (036709) ' (616463) ' (611612613) ™
(619617) G165 015" 6147 6117666962702 (619617) ' (611612013) (516403) (056709)
62626906 (036769) ' (616463) " 614761106 690262 (616403) (550709) G669 65 6y

(586769)-1(510463)-1(51 1612013)_1

The value of K scp can be computed by user D as the following;
Kapcp =d PKusc d”
= (619617) (616403) (G55709) 62620906 (656709 (610403)” (611612613)

62626956611014 (G11612613) " (616463) (636769) G 6962762 (030709) ' (016403)
626269G6511G14 513616 (G10463)(036769) 62626966 (550709) ™ (616463) ' (611612613) G4
611706 697627027 (611612013) ' (616463) (556709) G 66”62 62! (056709) ' (516403) !
(619617)" (7)

We can see that (6) = (7)

The total communication messages for join protocol are two multicast and two
unicast messages. The first multicast message is a join request message from new
member to a group. The second multicast message is an updated key tree message

sending by a director. Two unicast messages are from sending a sequence of
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published braids of all existing members by a director and sending a new member’s
public key. The total computation costs are three serial numbers of braid group
multiplications. One braid multiplication is at new member to compute his public key,
and two braid multiplications are at director to compute new subgroup key and new
public group key.

The multiple join occurs when any m users want to join a group
simultaneously. In this case, the joining users can know the order among them, so the
total communication messages are m+2 multicast and m unicast messages. The m
multicast messages are from sending join request by m joining users. Two multicast
messages are from sending a sequence of published braids of all members and
sending updated key tree by a director. The m unicast messages are from sending
each user’s public key. The total computation cost is 2m+1 serial numbers of braid

group multiplication.

3.8 Leave Protocol

The leave protocol operates when any user needs to leave the group. A leaving
member sends a leave request message to a director. For the proposed scheme, the
director is designed to be a member below the leaving node in a tree in order to
minimize the computation. In a case that the leaving node is the first member in an
existing tree, the director can be the second member in the tree. The director has to
compute a new key tree, and then broadcasts it to all members. The next example is
continued with the scenario from the join protocol in section 3.7. In this leave
protocol scenario, it is assumed that user C is going to leave the group. User B is
going to be a director of the group and responsible to compute a new key tree as
shown in Figure 3.4. In this case, user B computes a new public key PK,z, a new
group key K sp = K43 PKp K4z '1, and a new public group key PK,pp. Then user B
broadcasts new key tree to all members. The proposed scheme designed to comply
with the concept of forward secrecy as stated above. For example, the leaving user C
cannot know the value of the new group key K,5p and he cannot use his private key to

decrypt messages.
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Next is an example that continued from the join operation as the following.
The director, user B can compute key tree as the following;
Kusp=Kus PKp Kup™

= (030709) (616403) 09666202 (610403) " (056709)”" (G19017) 626209565155 16

(619617) (636769) (616463) 626266 69 (616403) " (050700)™ (8)

1
PK4gp = Kusp 24282D Kanp
1 o
= (036709) (610403) 59066202 (016403) (036769)" (619617) 620269660180 16
1 A -1 - A 1
(619617) (080709) (G10403) G2 G2 G G9 (616403)  (03670G9) 62626966 G18G16 (G36709)
(616403) G906020 (616403) " (636769) ' (G19617) 16 'G18 ' G6 o 62 657 (619617) ™' (5865750)

A -l - 1 B
(016403) 62 62 G Gy (010403)  (6307G9)

The value of Kzp can be computed by user D as the following;
Kupp=d PKpd’
= (019017) (030709) (G16463) 69666267 (616463) ' (636769)" 626269665155 16
(036709) (616403) 62 02" G5 09 (616403) " (056709)” (G19617)”" )

We can see that (8) = (9)

PK.5p = K.1sp 848580 (Kapp)™
* = A’s perspective Kizp =Kz PKp (Kig) ' *, **
#* = B’s perspective =d PE jzd™ etk

*k%% = )’g perspective

PK.z=K,ip 84868p (Kp)"

KAB =da PKB a
=bhPK,b" ™
director D
PKy=dg.gsgpd”
KD = d
Published braid: g,
A B

PK,=agsg.a’ PKy=bg.gsb™

KA =da KB ='b »

Published braid: g, Published braid: g;

Figure 3.4 Key Tree After User C Leaves the Group
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The total communication messages for leave protocol are < (n-1) + 1 unicast
and one multicast messages. One unicast message comes from sending leave request
to the director. In worse case, the remaining members must compute their new public
keys and send them to a director, so this requires (n-1) unicast messages. The one
multicast message is for sending updated key tree by the director. In worse case, the
number of computation costs in this protocol is equal to (rn-1) + (n-2) when the
leaving user is the first one that has joined the group.

The multiple leave occurs when any m users want to leave a group
simultaneously. In this case the total communication messages are m + (n-m) unicast
in worse case and one multicast messages. The m unicast messages are from m living
member in sending leave request and (n-m) unicast messages are from the remaining
member in sending new public keys to a director as in worse case. The only one
multicast message is for sending updated key tree by a director. The total computation

cost is (n-m) + (n-m-1) serial numbers of braid group multiplication.
3.9 Collude Attack

A collude attack can be occurred when two or more users work together and
they can forge a valid private key which it will be given to anyone. The proposed
scheme can resist a collude attack like this. The first reason is that in the proposed
scheme a private key of user comes from user itself, so it is not distributed from
private key generator. Users can produce their own private keys and then publish
public keys to others. The second is that public and private keys of user are related
together e.g. PK,; = (K4)gog4(K,)". If someone forges a private key of anyone, so his

private and public keys are not related then he can know it.
3.10 Complexity
This section gives the comparison on the proposed broadcast group-oriented

encryption scheme with the scheme proposed by Ma et al., Wu et al. and Zhao et al. in

both communication and computation costs.
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3.10.1 Communication Cost

The communication cost is shown in Table 3.1. The communication costs are
analyzed by comparing both unicast and multicast messages for every member in the
system. For join and leave operations, the assumptions that there are n existing
members in a group and m members need to join or leave the group are used. For Ma
et al., they do not state how to publish the public group key and send private key to
each member, so it supposes to used unicast message and is written down with
remark. Another notation in this table is that the join and leave operations were not
proposed in Ma et al. and Wu et al. scheme. For Zhao et al. (2011) the process for
generating a multi-signature is omitted because the comparison in the same condition

with the others is needed.

3.10.2 Computation Cost

The computation cost is shown in Table 3.2. The values in the table are
measured in Big-O notation. The proposed scheme has only multiplication in braid
groups while the others have both multiplication in G or G; (where G, comes from

e: G X G > G, and also exponentiation.
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Table 3.1 Communication Cost of Broadcast Encryption Schemes

: Unicast Multicast
Scheme Operation Message
Message Message
KeyAgree and PKgen n* n* -
Ma, Wu, Li Join - - -
Leave - - -
) KeyAgree and PKgen n - n
Wu, Mu, Susilo,
Qin, Domingo- Join - - -
Ferrer
Leave - - -
KeyAgree and PKgen 2n - 2n
Zhao, Zhang, Tian Join 2m+4 - 2(m+2)
Leave 2m - 2m
KeyAgree and PKgen 2n+1 n n+1
Proposed Scheme Join 2m+2 m m+2
Leave n+1 n 1

Note: * Does not Mention Clearly
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Table 3.2 Computation Cost of Broadcast Encryption Schemes

Scheme Operation Computation
KeyAgree and PKgen Om)E
Ma, Wu, Li Join -
Leave -
] KeyAgree and PKgen Om)M + O(n)M, +O(n*)E + Om)E,
Wu, Mu, Susilo,
Qin, Domingo- Join -
Ferrer
Leave -
KeyAgree and PKgen Om)E
Zhao, Zhang, Tian Join Om+m)E
Leave Om+m)E
KeyAgree and PKgen O(n)Mul
Proposed Scheme Join O(m)Mul
Leave Om-m)Mul

Note: n: the total number of members in the protocol,

m: the number of members who want to join/leave the group,

G: element in G, G;: element in G,

M: multiplication (or division) in G,

E: exponentiation in G,

M;: multiplication (or division) in G,

Mul: multiplication in braid groups.



CHAPTER 4

IDENTITY BASED BROADCAST ENCRYPTION
BASED ON BRAID GROUPS

This chapter shows the way to apply the concept of the identity based
encryption scheme to the proposed scheme in broadcast encryption based on braid
groups mentioned in chapter 3 and it is called an identity based broadcast encryption
scheme. First of all, an idea of how to apply the concept of braid groups to the identity
based encryption is expressed. The reason in applying braid groups to the identity
based encryption is to reduce the exponential cost in bilinear pairing operation. This
chapter also gives an example in applying braid group to the identity based
encryption, then gives an example of identity based broadcast encryption scheme
based on braid groups. The proposed scheme is designed to support for a dynamic
group, which new users can join the group or existing members can leave the group.
The final section shows the comparison result with another scheme on an identity
based broadcast encryption. The proposed scheme needs a private key generator only
in private key extraction operation in the beginning, but for group operations such as

in setup, join and leave phases it does not require the private key generator.

4.1 ldentity Based Encryption Based on Braid Groups

The braid groups concept can be applied to the identity based encryption
scheme, but some hard problems such as conjugacy search problem in braid groups
makes it to be nontrivial problem. This section gives an example that Alice, Bob and
Charlie need to send ciphertext to each other using the identity based encryption
based on braid groups. The identity based encryption based on braid group also has
four steps; setup, private key extraction, encryption and decryption as stated in the
following.
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4.1.1 Setup

In the proposed scheme on the identity based encryption based on braid
groups, each user needs to send their identities to a private key generator. The private
key generator encodes their identities into braids, and then divides each braid of each
user into two braids. For example an identity of a user i can be encoded into a braid
gi, then this braid is divided into left and right braids; g . gi. The private key
generator then prepares private braid groups; g, zi1, z», Z3, and z4. Each user has two
private keys; SK1; and SK2; where SK1; is equal z; gj, z; and SK2; is equal z4 gi,_z3. The
braid groups g, 01,..., O, have to be on different braid groups. The braid z3, 5, zz and z4
must have the index expanded on all braid groups; g; to g,. Because braids gs,..., gn,
Z1, 2o, 73 and z4 are also in the same group, the conjugacy search problem can be
applied. The private key generator also computes public braids; Z;= z,*g, and
Z, = gz4 ™" and publishes them for using in an encryption and decryption phases. These

two values, Z; and Z, are secure because braid z,, z4, and g are secret braids.

4.1.2 Encoding Method

An identity can be written as an IP address which is 32 bits long. A number in
each octet ranges from 0 to 255. These 256 numbers must be mapped into braid words
for each octet.

Normally a braid a € B, can be written in at most (n-1)' + ... + (n-1)"*
positive braids as shown in the following;

1-word long; (n-1)* words, for example; {o1, 62, o3, 64}

2-word long; < (n-1)? words, for example; {6161, 6162 6163, 6164, G201, G202,
6203, G204, 0302, 0303 0304, 0403, 0404}

3-word long; < (n-l)3 words, for example; {616161, 616102, 610103, .. 046404}

4-word long; < (n-l)4 words, for example; {c1010161 61616162, 61616103, ..,
64046404}

But using the above method, care must be concerned in that two braid words
can produce the same value such as 616,61 = 626162 0r 6103 = 6307.

For ease of implementation, my suggestion is that each octet in an IP address

can be mapped by using Bs which has 8-word long as shown in Table 4.1.



48

For example IP address in the following can be mapped into braid words;
IP address 10.5.32.255 mapped into 0404040401040104. 0404040404010401.

040401040404040G4. 01016101016101071.

Thus gil = 0404040401040104 04040404040104071 and gir = 0404010404040404

0101010101010101.
In the Table 4.1, a braid word representing each octet contains only o1 and o4
in it. In case of the proposed scheme, the private key g; of each user is in the different

braid groups, so it must be mapped into the different braid groups.

Table 4.1 Mapping of an Octet in IPv4 into a Braid Word

Number in Each Octet in Binary Braid Words
0000 0000 G4G4G4G4 G4G4G4C4
0000 0001 G404G4G4 G4G4G401
0000 0010 G4G4G4G4 G4G4G104
0000 0011 04040404 04040101
11111111 01616101 616106101

4.1.3 Private Key Extraction
Each user obtains the private keys; SK1; and SK2; from a private key
generator. Figure 4.1 shows the value of braids in the setup and private key extraction
phases. The detail of the values prepared by the private key generator for Alice, Bob,
and Charlie is shown in the following.
For Alice:
1) The private key generator encodes Alice’s identity 1D, into a braid

in group g3, then divides this braid into left and right braids; g1, and gi,
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2) The private key generator prepares private keys SK1 and SK2, for
Alice where SK1a = z; g1, 2 and SK2a = 74 91,23
For Bob:
1) The private key generator encodes Bob’s identity IDg into a braid
in group g, then divides this braid into left and right braids; g, and g»,

2) The private key generator prepares private keys SK1g and SK2g for
Bob where SK1g = 7; g2, Z2and SK2g =74 92,23
For Charlie:
1) The private key generator encodes Charlie’s identity IDc into a
braid in group gs, then divides this braid into left and right braids; g3, and gs,
2) The private key generator prepares private keys SK1c and SK2¢ for
Bob where SK1c = z; g3 z2and SK2¢ =74 g3, 73
For the private key generator:
1) The private braid groups; g, z1, Z, Z3, and z
2) The public braid groups; g1, gz, gs, ..., g are for users 1% to "
where g, 91, 02, 93, ..., gn Must be on different braid groups.
3) The private key generator prepares public braids; Z; = z,™'g, and

Z,=gz*

4.1.4 Encryption
This subsection gives an example that Alice needs to send a message M to
Bob. She can encrypt it with her private key; SK14, SK2, and an identity of Bob, IDg

as the following. The value of Z; and Z; are given from the setup phase.
M’=M @H{ SK1a Z1(g92) Z2 SK24 }
4.1.5 Decryption

Bob can decrypt the message sent from Alice by using his private key; SK1g,

SK2g and an identity of Alice, 1Da as the following.

M = M’® H{ SK1g Z; (1) Z2SK2z }
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Charlie’s identity: ID,. @ Charlie
I.‘ ]

\ PKGencodesID into g, and g,

R " Skfc =21 g3122
Sk2c =2485 23

PKGencodesID  into g, and g,,

skiy, =2, 81,22 . PKG
sk2, ~2481,%3 4

PKG encodes IDginto g, and g,

skig =2;8,%;
sk2p =2,2, z;

® Bob

s
/

Alice .

Alice’sidentity: ID, — T Bob’sidentity: ID,

Figure 4.1 Setup and Private Key Extraction Phases for an Identity Based Encryption

Based on Braid Groups

4.1.6 Correctness

This subsection shows the correctness of encryption and decryption processes

as in the following. The property of commutation braids in different braid groups is

used for example braid a and b commutes with each other, thus ab = ba. This

property of the braid groups is true, when a and b are on different braid groups.

Theorem: ab = ba where a € By, and b € By,

Thus: M =M’ @H{ SK1g Z1 (g1) Z» SK2z}
= M'@H{(2102, 22)( 2"'0) (01) (924™)( 2492,23)}
=M’ @H{(2192, 22)( 22"'9) (9, 91,) (924)( 2402,23)}
=M’ @H{(2192)( 9) (91, 92,)(9)(92,23)}
=M’ @H{(2191,)(9) (92,92,) (9)(91,23)}
=M’ @H{(220122)( 2"'9) (92,92,) (0247 )( 201,23) }

=M’@ H{ SK1a Z3 (92) Z; SKZA}
=M
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We can see that the ciphertext, sent by Alice to Bob, cannot decrypt it by

Charlie or anybody because they do not know a value of SK1g and SK2g.

4.1.7 Example
This subsection shows an example of the identity based encryption based on
braid groups. This example is tested by braiding program implemented by Cha, Ko,
Lee, Han, and Cheon (2001).
Given:
g = 010263
Z1 = 67012017, Z2 = 06011019
Z3 = 09015018, Z4 = 08013018
For Alice: g1 = 69070306 SO (11 = 6907 and gir = 6g0%
For Bob: 02 = 011014614012 SO Jo1 = G11014 and Q2r = 614512

For Charlie: 03 = 018019016017 SO (31 = G18019 and O3r = 016017

A key that Alice encrypts a message M to Bob is SK1a Zi(g2) Z» SK24 as

shown in Figure 4.2 in the left normal form.

In this case:

SK1a =71 91, 22 = (67612617)(6967) (06511519)
Z1 = 2,9 = (06011019) *(016203)

02 = (611614014512)

Z,= g24™'= (616203)(0s013018)

SK24 = 24 91,23 = (08613018)(0806) (09515518)
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AliceToBobChap0401.dat (~/Downloads/cbraid-r3/programs) - gedit

E- P open ~ B2 save = E @ B

|| AliceToBobChap0401.dat ¥

The Left Normal Form of the braid on 20 strands
712179 761119 -19 -11 -6 1 2 3 11 14 14 12 1 2 3 -18 -13 -8 8 13 18 8 6 9 15 18
is:

1213279111211 1417 18 . 37689 14 15

PlainText ¥ Tab Width: 8 = Ln1,Col1 INS

Figure 4.2 Encryption Key Computed by Braiding Program

BobToAliceChap0401.dat (~/Downloads/cbraid-r3/programs) - gedit

!‘, POpen v {"zSa'-.-'e g. r‘- ©-.. @

| | BobToAliceChap0401.dat %

The Left Normal Form of the braid on 20 strands
712 17 11 146 11 19 -19 -11 -6 12 39786123 -18 -13 -8 8 13 18 14 12 9 15 18
is:

12132791112 11141718 . 376 8 9 14 15

Plain Text * Tab Width: 8 Ln1, Col1 INS
e

Figure 4.3 Decryption Key Computed by Braiding Program

A key that Bob decrypts a ciphertext M " is SK1g Z; (g1) Z:SK2g as shown in
Figure 4.3 in the left normal form.
In this case:

SK1p = 71 g2, 22 = (67612617)(611614)(G6G11G19)
Z1= 2,9 = (06011610) (016203)

01 = (c907080%6)
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Z,= 924'= (616203)(08613018) ™
SK2a = 24 92,23 = (08613615)(514512) (G9515C 1)

We can see that SK1a Z1(g2) Z2 SK24 = SK1p Z; (91) Z,SK2g.

4.1.8 Complexity
This section expresses complexity in both communication and computation
costs and compares them with the identity-based encryption scheme used bilinear
pairing as in the following.
4.1.8.1 Communication Cost
For communication cost, the proposed scheme has the same cost as an
identity-based encryption (IBE) scheme using bilinear pairing. Both schemes use two
unicast messages in setup and private key extraction phases; one is for sending an
identity from a user to a private key generator and another is for the private key
generator to send a private key to user. Only one unicast message is in the encryption
phase for both schemes. Table 4.2 is a summarization of these costs.

Table 4.2 Communication Cost of Identity Based Encryption Schemes

Scheme Operation Unicast Message

Setup and Private Key 2

IBE Extraction
Bilinear pairing Encryption 1
Decryption )
Setup and Private Key 2

IBE Extraction
Braid groups Encryption 1

Decryption -
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Table 4.3 Computation Cost of Identity Based Encryption Schemes

Scheme Operation Computation
Setup 1M
IBE Private Key Extraction 1H + 1M
Bilinear pairing Encryption 1M+ 1P + 1H + 1XOR
Decryption 1P +1H + 1XOR
Setup 2Mul
IBE Private Key Extraction 1Enc + 2Mul
Braid groups Encryption 1H + 1Mul + 1XOR
Decryption 1H + 1Mul + 1XOR

Note: M: scalar multiplication (point multiplication) in G, H: hashing operation,
P: pairing operation, XOR: XOR operation, Mul: serial multiplication in braid
groups, Enc: encoding operation {ID}—braid.
4.1.8.2 Computation Cost
For the identity-based encryption scheme using bilinear pairing, there
are some operations involved such as scalar multiplication or point multiplication in
G, pairing operation, hashing operation and XOR operation, but the pairing operation
is the most dominating an execution time. For IBE using bilinear pairing, one point
multiplication is from generating the private key generator’s public key at setup
phase. One hashing operation and one point multiplication are from generating a
user’s private key at the private key extraction phase. In the encryption phase, one
point multiplication, one pairing operation, one hashing operation and one XOR
operation are used. In the decryption phase, one pairing operation, one hashing
operation and one XOR operation are used. For the identity-based encryption scheme
using braid groups, there are two serial numbers of braid group multiplication in setup
phase for generating public braids Z; and Z,. One encoding operation is for converting
string of an identity into two braids, and two serial numbers of braid multiplication for
generating two private keys of a user at the private key extraction phase. In the both

encryption and decryption phases, one serial number of braid multiplication, one
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hashing operation and one XOR operation are used. Table 4.3 is a summarization of

these costs.

4.2 ldentity Based Broadcast Encryption Based on Braid Groups

A concept of an identity based broadcast encryption comes from applying the
concept of an identity based encryption based on braid groups scheme from the
previous section to the broadcast encryption scheme, mentioned in the previous
chapter. The previous section gives the example that Alice encrypts message to Bob
using the identity based encryption scheme. For the identity based broadcast
encryption scheme, we can change Bob to be any group and do the same procedures
as an individual person. The group also can do the same thing as in the broadcast
encryption scheme in that the group can form a group public key used by others to
encrypt messages for that group. This group public key can be group identity
containing each user identities. Anyone needing to send encrypted message to group
members, can encrypt that message using a group identity, so group members can
decrypt it using their own private key. By comparing the proposed scheme on
broadcast encryption with this proposed scheme on the identity based broadcast
encryption, we are going to see that the later scheme does not required to setup a key
tree to manage a group public key. This can reduce the cost in group key
management. This section gives an example that Eve wants to send a ciphertext to a
group which has Alice, Bob and Charlie as group members. This section demonstrates
how to build a group by using identity based encryption scheme. Demonstration is

divided into three phases; setup, encryption, and decryption.

4.2.1 Setup

The setup phase continues with an example that a group has three members;
Alice, Bob, and Charlie. This subsection shows how to build a group using the
identity based cryptography. An operation starts from each member must contact to a
private key generator to obtain their private keys. Each member identity is contained
in the group identity. For ease of explanation, the following example gives a group
public key as PKgroup = (91)(92)(g3) as shown in Figure 4.4.
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PKG encodes IDinto g5 and g5,

skip =2,8s,%
sk2p =2,85.%;

® PKG
P A @ Alice
® o
i Bob Charlie
Eve @ /,/
Eve'sidentity: IDy — Group’s public key: g,2, 2,

Figure 4.4 Setup and Private Key Extraction Phases for an Identity Based Broadcast

Encryption Based on Braid Groups

For this example, Eve can encrypt a message to group by using the group
public key and every group member can decrypt it using his/her own private key. The
total communication messages in key agreement and public group key generation are
2n unicast messages where n is a number of users in the system. This comes from
each user uses two unicast messages; one for a user to send identity information to a
private key generator and another for private key generator to send back private keys.
The value of the PKgroup N€eds to be known to all members in some ways depending
on a situation; for example it can be sent together with a ciphertext to all members in
case that a center needs to encrypt a secret shared key to the group members, or it can
be delivered to all members during a process for creating a group. The computation
cost is 2n + 3 serial numbers of braid group multiplication because three serial
numbers of braid group multiplication are for creating public braids Z;, Z, and
PKeroup. The 2n comes from each user needs two private keys. This phase also needs

n encoding operations for converting string of identity information into braid.
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4.2.2 Encryption
This section gives an example that Eve wants to encrypt message to a group
and the detail of this procedure is shown in the following.
For Eve:
1) The private key generator encodes Eve’s identity IDg into a braid
in group gs, then divides this braid into left and right braids; gs, and gs,

2) The private key generator prepares private keys SK1g and SK2g for
Eve where SK1g = 2109522 and SK2 = 2405 73
For Group:
1) The group public key PKgroup = 910203
When Eve sends a message M to the group, she can encrypt it with her private
key; SK1g, SK2e and an group identity, 1Dgroup (Or PKgrouwp ) @s the following. The

value of Z; and Z, are given from the setup phase.

M’ =M @H{ SK1g Z1(PKeroup ) Z2 SK2e }

4.2.3 Decryption

Group member can decrypt the message sent from Eve by using his/her private
key as the following.

For Alice:

M=M"® H{SK].A Zl(gz) (gg)( g5) Zz SKZA }

For Bob:
M=M"& H{SK].B 21(91) (g3)( g5) Z; SK2g }

For Charlie:
M=M"® H{SK].C Zl(gl) (92)( g5) Z, SKZC }

4.2.4 Correctness
This section shows the correctness of encryption and decryption processes as
in the following. The property of commutation braids in different braid groups is used
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for example braid a and b commutes with each other, thus ab = ba. This property of
the braid groups is true, when a and b are on different braid groups.

Theorem: ab = ba where a € By, and b € By,

Thus for Alice:
M=M"® H{SKlA Zl(gz)(g3)( g5) Zz SKZA}

=M’ @ H{ (2201,22)( 22'9)(92)(93)( U5) (924 *)( 2491,25) }
=M’ @ H{ (2291,22)( 22'9)(92)(93)( Os, Us,) (024™*)( 2401, 25) }
=M’ @ H{ (2101,)(9)(92)(93)( g5, 95,)(9)(91,23) }

=M’ @ H{ (2195))(9)(92)(93)( 91, 91,)(9)(95,23) }

=M’ @ H{ (2195))(9)(92)(93)(91)(9)(95,23) }

=M’ ® H{ (2195,22)( 2"'9)(91)(02)(93) (924 ) (2405, 25) }
=M

Thus for Bob:
M=M’'® H{SKlB Z]_(gl)(gg)( g5) Z SKZB}

=M’ ® H{ (2192,22)( 2"'9)(91)(93)(95) (924 )( 2402,23) }
=M’ @ H{ (19222)( 22"9)(@1)(9a)( G5, Ts,) (92 )( 2402,23) }
=M’ @ H{ (2102)(9)(91)(93)( g5, 95,)(9)(92,23) }

=M’ @ H{ (z195))(9)(91)(93)( 92, 92,)(9)(95,23) }

=M’ @ H{ (2195))(9)(91)(92)(93)(9)(95,23) }

=M’ @ H{ (240522)( 2"9)(01)(92)(95) (024 ™) (2495,25) }
=M

Thus for Charlie:

M = M’® H{SK1c Z1(g1)(92)( gs) Z SK2c}

=M’ @ H{ (249522)( 22"'9)(01)(92)( 0s) (924 )( 2403, 23) }
=M’ @ H{ (22052:)( 22"'9)(92)(G2)( U5, Is,) (974™)( 243,23 }
=M’ @ H{ (2193)(9)(91)(92)( g5, 95,)(9)(93,23) }
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=M’ @ H{ (2195))(9)(91)(92)( g3, 93,)(9)(95,23) }

=M’ @ H{ (2195))(9)(91)(92)(93)(9)(5,23) }

=M’ @ H{ (295.22)( 22"'9)(01)(92) (9s) (924 *) (2405 23) }

=M

We can see that the ciphertext, sent by Eve to the group, cannot decrypt it by
others outside the group because they do not know any member private keys.

4.2.5 Example

This subsection shows an example of the identity based broadcast encryption
based on braid groups. This example is tested by braiding program implemented by
Cha, Ko, Lee, Han, and Cheon (2001).

Given g=06,0.03
Z1 = 07012017, Z2 = 06011019
Z3 = 09015018, Z4 = 08013018
For Alice: J1 = 09070806
For Bob: J2 = 011014014012
For Charlie: J3 = 018019016017
For Eve: 05 = 022021523024

For Group:  PKgrou = 910203

The key that Eve encrypts a message M to group is SK1g Z1(PKgroup) Z2 SK2e
as shown in Figure 4.5 in the left normal form.

In this case:

SK1g =71 g5, 22 = (67612617)(622621)(G6G11G19)

Z1 = 2,9 = (05011619) *(016203)

PKaroup = 910203 = (09676806)(011614014012)(018G19016017)
Z,= 924'= (016203)(08013018)

SK2e = 24 95,23 = (08013018)(523624) (095 15018)
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.

EveToGroupChap0402.dat (~/Downloads/cbraid-r3/programs) - gedit

n Popen k' B save 1!. : rl‘ @ @
| | EveToGroupChap0402.dat ¥

The Left Normal Form of the braid on 25 strands

71217 222161119 -19 -11 -6 1 2 39786 1114 14 12 18 19 16 17 1.2 3
-18 -13 -8 8 13 18 23 24 9 15 18

is:

1213279 1112 11 1417 16 16 17 19 18 22 21 23 24..3 7 6 8'9 1415

Plain Text * TabWidth: 8 Ln1, Col1 INS

Figure 4.5 Eve’s Encryption Key Computed by Braiding Program

The key that Alice decrypts a ciphertext M ' is SK1aZ1(92)(03)(05)Z2SK24 as
shown in Figure 4.6, and the key that Bob decrypt a ciphertext M " is SK1g Z1(91)(g3)
(95)Z2 SK2g as shown in Figure 4.7. Both are in the left normal form.

In Alice case:

SK1a =71 91, 22 = (67612617)(6957) (06511519)

Z1 = 759 = (06011010) " (616203)

020305 = (011614614612)(518619616517)(522621623G24)

Z>= 924™'= (616203)(08013018)

SK24 = 24 91,23 = (08613018)(0806) (09515518)

In Bob case:

SK1eg = 21 92, 22 = (67612617)(611614)(G6511519)
Z1 = 2,79 = (66011019) (616203)

010305 = (096708056)(018019016517)(022621523G24)
Z,= g24™'= (616203)(0s013018)

SK2g = 74 92,23 = (08613615)(514512) (G9515C 1)
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We can see that SK1g Zl(PKGroup) Zy SK2g = SK1aZ1(92)(93)(05)Z2SK2,
= SK1g Z1(91)(9s) (95)Z2 SK2s

AliceDecryptChap0402.dat (~/Downloads/cbraid-r3/programs) - gedit

B Poen - Bsae & B o 9

|| AliceDecryptChap0402.dat ¥

The Left Normal Form of the braid on 25 strands

T1217 976 11 19 -19 -11 -6 1 2 3 11 14 14 12 18 19 16 17 22 21 23 24 1 2 3
-18 -13 -8 8 13 18 8 6 9 15 18

is:

1213279111211 14 17 16 18 17 19 18 22 21 23 24 . 3768 9 14 15

Plain Text * Tab width: 8 = Ln1, Col1 INS

Figure 4.6 Alice’s Decryption Key Computed by Braiding Program

BobDecryptChap0402.dat {~[Dowr*oads,r'-:braid-ra,’programsj - gedit

!I- Popen v {"jSau‘e lgl r". @, @
|| BobDecryptChap0402.dat ¥

The Left Normal Form of the braid on 25 strands

71217 11 146 11 19 -19 -11 -6 1 23 978 618 19 16 17 22 21 23 241 2 3
-18 -13 -8 8 13 18 14 12 9 15 18

is:

1213275911 12 11 14 17 16 18 1719 18 22 21 23 24 . 37T 6 B 9 14 15

Plain Text * Tab width: 8 = Ln1, Col1 INS

Figure 4.7 Bob’s Decryption Key Computed by Braiding Program
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4.3 Key Secrecy

For backward secrecy, a new member joining the group cannot use his private
key to decrypt the previous ciphertext for that group. This is true because the previous
public group key does not contain the new member’s identity. Only a way he can
decrypt the ciphertext is to know one of the previous group member’s private key. For
the forward secrecy, when one group member leaves a group, a group public key is
changed, so a leaving member cannot use his private key to decrypt a ciphertext. The
proposed scheme fulfils the concept of both backward secrecy and forward secrecy.
This can be shown by using two protocols; join and leave protocols. The join protocol
is operated when a new member needs to join a group, on the other hand the leave

protocol is operated when a member needs to leave the group.

4.4 Join Protocol

In the proposed scheme, we assume that each new member have already
contacted a private key generator in order to get his private key. When the new
member needs to join a group, he can send a request to join message to the group.
This message contains the new member’s public key. Every member can compute a
new group public key. From subsection 4.2.1, the setup phase, this example continues
with the scenario when user named “Delta” needs to join the group as shown in the

following.

For Delta:
1) The private key generator encodes Delta’s identity 1Dp into a braid

in group ga, then divides this braid into left and right braids; g4, and ga,

2) The private key generator prepares private keys SK1pand SK2p for

Delta where SK1p = 2194,z and SK2p = 2404 73

For Group:
The group public key PKagco = (91) (92) (g3) (0a)
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The total communication messages for join protocol are two unicast messages
and one multicast message; these two unicast messages for obtaining a private key
from private key generator, and one multicast message for sending a join request. The
total computation cost are three serial numbers of braid group multiplication (one for
generate new public group key and two for generate private keys for new member),
and one encoding operation to convert identity into braid.

The multiple join occurs when any m users want to join a group simultaneously. In
this case the total communication messages are 2m unicast messages and m multicast
messages, and the total computation cost is 2m+1 serial numbers of braid group

multiplication, and m encoding operation.

4.5 Leave Protocol

The leave protocol operates when an existing member needs to leave the
group. A leaving member sends a leave request message to a group. All members can
compute a new public group key by themselves. The next example continues with the
scenario from the join protocol in section 4.4. In this leave protocol scenario, it is
assumed that user Charlie is going to leave the group. In this case, all members can
compute a new public group key PKasp == (91) (92) (g4). The proposed scheme
designed to comply with the concept of forward secrecy as mentioned above. For
example, the leaving user Chalie cannot decrypt a ciphertext intended for the current
group because she does not know the value of any member’s private key.

The total communication message for leave protocol is one multicast message.
The number of computation cost in this protocol is equal one serial number of braid
group multiplication.

The multiple leave occurs when any m users want to leave a group
simultaneously. In this case the total communication messages are m multicast messages,

and the total computation cost is one serial numbers of braid group multiplication.
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4.6 Complexity

This section gives a summarization in both communication and computation
costs from comparing with the scheme proposed by Du, Wang, Ge, and Wang (2005)
as in the following. In Du, Wang, Ge and Wang’s scheme, the center encrypts a key to
group members and then group member can use this key as a symmetric group key.
Their scheme also needs a center to manage member’s public keys, but the proposed
scheme does not need a center to manage member’s public keys. The comparison
takes on all operation; setup, private key extraction, encryption and decryption. The
costs for join and leave operations also are expressed in the next subsection, but these
operations do not state in the Du, Wang, Ge and Wang’s scheme. For the setup,
private key extraction, join, and leave phases, the calculation of both costs are on per
system, but for the encryption and decryption phases, the calculation are based on one
sender (a center) and one recipient. For the join and leave phases, the assumption is
that there are n existing group members and m members need to join or leave a group
simultaneously. The comment for this comparison is that in the proposed scheme, the
communication and computation costs are included the costs in contacting a private
key generator and computing at the private key generator in setup and private key

extraction, and join phases.

4.6.1 Communication Cost

The communication cost is shown in Table 4.4. The communication cost is
analyzed by expressing both unicast and multicast messages for every member in the
system. The communication cost in setup and private key extraction phase is O(n) for
both schemes. For the proposed scheme, the communication costs are O(m) in both
join and leave phases.

4.6.2 Computation Cost

The computation cost is shown in Table 4.5. The computation cost in setup
phase are O(1) on point multiplication for Du, Wang, Ge and Wang’s scheme, and
O(2) on braid multiplication for the proposed scheme. The computation cost in private
key extraction phase are O(n) on both point multiplication and hashing operations for
Du, Wang, Ge and Wang’s scheme, and O(n) on both braid multiplication and
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encoding operations for the proposed scheme. The computation cost in encryption
phase are O(n) on both addition in G and point multiplication, and O(1) on pairing,
hashing, and XOR operations for Du, Wang, Ge and Wang’s scheme, but O(1) on
braid multiplication, hashing and XOR operations for the proposed scheme. The
computation cost in decryption phase is the same as in encryption phase in term of
Big-O notation. For the proposed scheme, the computation costs are O(m) on braid
group multiplication and encoding operations in join phase and O(1) on braid group
multiplication in leave phase.

4.6.3 Message Size

A ciphertext size of the Du, Wang, Ge and Wang’s scheme is depended on the
number of group members. A reason for this is that the value of U; € G where 2 <i <
n is not identity information, thus they must be sent to all members. In the proposed
scheme, a group identity, IDgroup OF PKaroup, Can be known by all group members, so
no need to send it together with a ciphertext in some situation. Thus a ciphertext size
in the proposed scheme is constant.

Table 4.4 Communication Cost of Identity Based Broadcast Encryption Schemes

Unicast Multicast

Scheme Operation Message  \jessage  Message

Setup and Private Key
Extraction on n

(per system)

Du, Wang, Ge and Encryption ,

Wang’s Scheme (one sender)

Decryption - - -
Join - - -

Leave - - -
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Table 4.4 (Continued)

Unicast Multicast

Scheme Operation Message Message Message

Setup and Private Key

Extraction 2n 2n -
(per system)
The Proposed Encryption 1 - 1
Scheme (one sender)
Decryption - - )
Join 3m 2m m
Leave m - m

Note: n: the total number of members in the protocol,
m: the number of members who want to join/leave the group.

Table 4.5 Computation Cost of Identity Based Broadcast Encryption Schemes

Scheme Operation Computation
Setup (per system) 1M
Private Key Extraction
(NH + (nN)M
(per system)
Encryption (2n-2)A + (n+1)M + 1P + 1H +
Du, Wang, Ge and 1XOR

Wang’s Scheme (one sender)

Decryption
(n-DA + ()M + 2P + 1H + 1XOR
(per member)
Join -

Leave -
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Table 4.5 (Continued)

Scheme Operation

Computation

Setup (per system)

Private Key Extraction
(per system)

Encryption

The Proposed
Scheme

(one sender)
Decryption
(per member)
Join

Leave

3Mul

(nN)Enc + (2n)Mul

1H + 1Mul + 1XOR

1H + 1Mul + 1XOR

(2m+1)Mul + (m)Enc
1IMul

Note: n: the total number of members in the protocol,

m: the number of members who want to join/leave the group, A: addition in G,

M: scalar multiplication (point multiplication) in G, H: hashing operation,

P: pairing operation, XOR: XOR operation, Mul: serial multiplication in braid

groups,
Enc: encoding {ID}— braid.



CHAPTER 5

IMPLEMENTAION

This chapter shows how to implement the broadcast encryption scheme based
on braid groups mention in chapter 3. The implementation is on Ubuntu 11.10
operating systems. The program is developed in C++ programming language. The
program also uses additional braiding libraries, developed by Cha, Ko, Lee, Han, and
Cheon (2001). This chapter also states how to calculate public key for each user and
the public group key. It also expresses the way to encrypt and decrypt message and

how to build a hash function for braid group.

5.1 Program Design

The program is implemented by using multi-threading concept. A main thread
is responsible for receiving commands from user. The user commands can be join,
leave or quit. The join command uses when user needs to join a group. The leave
command uses when he needs to leave a group, and the quit command is used when

he wants to quit a program.

5.1.1 Main Thread

The subsection shows a flowchart for main thread as in Figure 5.1. In this
main thread, it creates a new thread used for receiving a packet. The broadcast socket
in main thread is used for sending join request (JREQ) or leave request (LREQ)
messages. The program also records node’s own IP address and joining group in a

join request list which is implemented using link list data structure.
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Figure 5.1 Flowchart for Main Program

5.1.2 New Thread
This new thread is created to handle the receiving packets such as join request,
leave request, or update key tree packets. A flowchart of this new thread is shown in

Figure 5.2. The program also records a sender’s IP address and joining group of the

sender in a join request list.
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Figure 5.2 Flowchart for New Thread

5.1.3 Sender Timer

The sender timer is useful for a situation that there exists only one sender node
broadcasting a join request message. No node replies for this request. The flowchart is
shown in Figure 5.3. When a sender’s timer is expired, the sender checks whether it is
the lowest IP address node. If it has the lowest IP address, it sets itself as a director of

a group. Then it creates key tree.
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5.1.4 Receive JREQ Function

This function handles a join request packet at a destination node. The
flowchart is shown in Figure 5.4. First of all, it records a sender’s IP address and a
group to join in join request list. If a receiving node is a director of the group, it
updates key tree by adding a new member in the key tree and then broadcast an
updated key tree to others. In case that the receiving node has no information about a
director of the group and it also participates in the group, it starts a receiver timer, and

then goes to a process for selecting a group director after timer is expired.
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5.1.5 Receiver Timer

The receiver timer is used to waiting for a while to correct join request
messages from others. The flowchart is shown in Figure 5.5. When a receiver timer is
expired, the receiver checks whether it is the lowest IP address node in join request
list. If it has the lowest IP address, it sets itself as a director of a group. Then it create

key tree and broadcast this keytree.
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5.1.6 Receive LREQ Function

This function handles a leave request packet at a destination node. The
flowchart is shown in Figure 5.6. If a receiving node is a director of the group, it
updates key tree by removing a requested member from the key tree and then

broadcast key tree to others.

5.1.7 Receive UPDATED_TREE Function

This function handles an updated key tree packet at a destination node. The
flowchart is shown in Figure 5.7. First, it checks that it has sent join request message
for this group or not. If a receiving node has sent a join request for this group, it stops

a receiver timer and then updates new key tree.
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5.2 Key Tree Calculation

The implementation in the proposed scheme uses only positive braid word.
Each user has private key 1 and j, he/she needs to calculate his/her public key PKy.
This PKy has value equal to i gogy j where g, is his/her published braid and g, is the
published braid of another node at the same level in a key tree. The steps for
computing this public key PKy are as the following;

1) Read the value of i and j in C++ string format.

For example; an input string for i is 1 4 3, an input string for jis 2 1 1,
and assume that gog, is 2 7

2) Convert i and j to the Artin braid by using the function.
WordToBraid(list<sint16> w, sint16 n) where w is a list of characters in string and n
is braid index. This function returns an Artin braid object.

For example; a braid for i is 616403 and a braid for j is 6,6,6;

1) Right multiply the braid i with the braid gogy and then make the
value of this braid i gogy in left canonical form by using function MakeLCF( const
Braid& ).

For example; a left canonical form of braid 1 gog, is 6164636,067

2) Right multiply the braid i gog, with the braid j and then make the
value of this braid in left canonical form. This is a braid PKQ,.

For example; a left canonical form of braid PKy is 664636207 6,01.61

Each member in a group can send his/her public key PKy in left canonical
form to a director. In this case, user U sends a value 1432 7.2 1.1 to the director.
The director can use the function RightMultiply(const Factor<P>& ), got a canonical
factor form as an argument to the function, and multiply with other braid to calculate
a public group key.

In this case; Pyis 1432 7,P,is 2 1, and P; is 1. This sequence of factor can

be multiplied with other braids.
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5.3 Encryption and Decryption

This subsection considers the braid cryptosystem proposed in chapter 3. The
encryption and decryption scheme is as follows.

Encryption:

m’=myfEH (R u PKgroup U '1) where m’, my € {0, I}M, and sends m’, R and
PKy to members of the group.

Decryption:

mp=m’ 8 H (R Kasc PKp (Kasc)™')

In the above, the H: B, — {0, 1} is a collision-free hash function. The H can
be obtained by composing a collision free hash function of bitstrings into {0, 1}™.
This needs a function to convert braids into bitstrings. A braid written as left
canonical form D" A; ... A can be converted into a bitstring by dumping the integer u
and permutation tables of A; as binary digits for i = 1, ..., | sequentially. Because
different braids are converted into different bitstrings, this conversion can be used as a
part of the hash H.

For example, consider B; which have (3! = 6) possible numbers of canonical
factors such as n(1, 2, 3), n(1, 3, 2), n(2, 1, 3), n(2, 3, 1), n(3, 1, 2), n(3, 2, 1). Each
possible canonical factor can be represented by using three binary digits from 000 to
111. If a key’s length is p bits, a message block can be made in p bit block and put

both bit blocks into an exclusive-or operation.



CHAPTER 6

CONCLUSION

6.1 Conclusion

The research proposes two schemes; the first scheme is the broadcast
encryption based on braid groups and the second scheme is the identity based
broadcast encryption based on braid groups. Both schemes are the dynamic
asymmetric key agreement scheme for broadcast encryption. The braid group concept
was applied in these schemes to reduce the computation complexity, and the identity-
based cryptosystem was applied to reduce a system complexity and cost for
establishing and managing a public key authentication framework known as the
public key infrastructure (PKI). By comparing the first proposed scheme and other
schemes in an asymmetric broadcast encryption scheme, the first proposed scheme
can support dynamic networks like mobile ad hoc networks. Comparing with another
dynamic scheme as in Zhao, Zhang, and Tian (2011), the computation costs in the
first proposed scheme are in braid multiplication, but the other are the exponentiation
in G. The communication costs for both schemes are not too different.

By comparing the second proposed scheme on the identity based broadcast
encryption with the similar scheme as in Du, Wang, Ge and Wang’s scheme (2005),
we can see that the second proposed scheme can support well in dynamic networks.
This is because the second proposed scheme does not require a center for group key
management. The communication cost of the second proposed scheme is the same as
the other. This is O(n) unicast message in setup and private key extraction phases. The
second proposed scheme also includes the join protocol which is taken O(m) in both
unicast and multicast messages, and the leave protocol which is taken O(m) in
multicast message . The computation cost in both encryption and decryption phases
for the second proposed scheme is better than the other in which it uses O(1) in braid

group multiplication while the other uses O(n) in both point addition and
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multiplication as well as O(1) in paring operation. The second proposed scheme also
has an advantage in that it produces a constant ciphertext.

The comparison also was taken between the first proposed scheme in
broadcast encryption with the second proposed scheme in the identity based broadcast
encryption. Both schemes are asymmetric contributory key agreement scheme. The
former scheme requires a key tree for managing a group public key, but the later
scheme does not.

6.2 Future Works

There are some points to be concerned for the proposed scheme in the identity
based broadcast encryption to make it more efficient. The first one is that the group
public key is getting bigger when a group number are increased. The second comes
from using the identity based cryptosystem. The identity based cryptosystem has
disadvantage in the privacy in distributing user’s private key by a private key
generator. This can be eliminated by applying the other schemes like a certificateless

cryptosystem in the proposed scheme.
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